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Data hiding in multiple images has been a significant research direction in information security. How to
reasonably design the embedding strategy to spread the payload among multiple images is still an open
issue. In this paper, we propose an embedding strategy on fusing multiple features. We utilize the typical
characteristic parameters of gray level co-occurrence matrix, the image entropy and the shape parameter
to describe image complexity. Furthermore, we combine with the number of cover images, the number of
cover images assigned to steganographer and the size of cover image to estimate the steganographic
capacity of each image. The strategy is implemented together with some state-of-the-art single image
steganographic algorithms. Experimental results demonstrate that the security performance of the pro-
posed strategy is higher than that of the state-of-the-art embedding strategy against the blind universal

© 2020 Elsevier Inc. All rights reserved.

1. Introduction

Steganography technology makes use of the redundancy of dig-
ital medias and the insensitivity of the human visual system to
conceal secret information [1-4]. Although many kinds of digital
medias can be used as steganographic covers, the digital image is
optimal because of the higher popularity and availability. Recent
years have seen a remarkable progress in steganography. Numer-
ous modern and content-adaptive steganographic algorithms, such
as WOW [5], S-UNIWARD (6], HILL [7] and MiPOD [8], has been
proposed utilizing syndrome trellis codes [9]. However, existing
image steganography is mostly based on single cover, which
restricts the length of the payload and the security of steganogra-
phy [10]. Moreover, with the rapid development of image data, the
steganographer has massively available images. Therefore, multi-
ple images steganography is more applicable to practical scenario.
Currently, the research on multiple images steganography is sepa-
rated into two major aspects, one is embedding strategy and
another is steganographic capacity [11].

Ker [10] first postulated multiple images steganography in
2006. Simultaneously, it was proposed that the optimal choice of
spreading payload is likely to embed into as few covers as possible.
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Later, based on the threshold measurement statistical method of
the number of covers, Ker demonstrated the parameter and pay-
ment model of game theory, and designed two effective embed-
ding strategies: spreading payload into the fewest number of
covers, or equally spreading payload into all covers [12]. Due to
the lack of practical pooled steganalyzer, the above embedding
strategies are derived from some specific detection analysis in the-
ory. Subsequently, the blind universal pooled steganalysis was
designed [13], and the embedding strategy based on uniform pay-
load distribution (UPD) was proposed in [14]|. The embedding
strategy UPD uniformly distributes payload into all cover images.
In embedding strategy UPD, the only requirement is that each
cover image's sub-payload cannot exceed its steganographic
capacity. Otherwise, the cover image’s sub-payload is set as its
steganographic capacity. Then recalculate the average sub-
payload for the remaining cover images. Based on the larger size
and more equilibrated histogram priority rule, a universal embed-
ding strategy for both spatial and JPEG domain was presented [15].
After that, Cogranne et al. obtained the optimal joint function by
applying the statistical model for the single image detector’s out-
put, and then used it to test several practical embedding strategies
[16].

After the existing embedding strategies have been analyzed, we
find that most of embedding strategies are derived from specific
detection analysis methods, and rarely associated with image fea-
tures. To tackle with this problem, we propose an embedding strat-
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egy on fusing multiple image features in this paper. In this strategy,
multiple image features, the typical characteristic parameters of
gray level co-occurrence matrix, the image entropy and the shape
parameter, are employed to depict image complexity. Then when
computing steganographic capacity, we consider not only the
above image complexity, but also the number of images in the
steganographic system and the number and size of images
assigned to steganographer. Finally, the images with the highest
capacity yet to be used are iteratively selected to embed payload,
and the sub-payload for each selected image is equal to its esti-
mated capacity. Experimental results show that the proposed
strategy can obtain better security performance against the blind
universal pooled steganalysis.

The rest of this paper is organized as follows. In Section 2, we
propose an embedding strategy on fusing multiple features
(FMF). And we progressively introduce the proposed strategy in
terms of the depiction of image complexity, the estimation of
steganographic capacity and payload distribution. After that, we
give the corresponding design of our experiments and results in
Section 3. Finally, we make a conclusion.

2. Proposed embedding strategy

In this section, a novel embedding strategy FMF is introduced
based on multiple features. Firstly, we give the depiction of image
complexity by fusing three kinds of image features. Then we pre-
sent the computing method of steganographic capacity on the
basis of some theories. Finally, we describe how to distribute the
payload. Fig. 1 depicts the three steps of the embedding strategy
FMF. For further details on each step is described as follows.

2.1. The depiction of image complexity

In multiple images steganography, to reduce the overall embed-
ding distortion, steganographers usually keep the correlation
among images according to image features, and embed payload
into regions with higher complexity.

The image complexity can be described in many ways. We uti-
lize the typical characteristic parameters of gray level co-
occurrence matrix, the image entropy and the shape parameter
to depict it.

The characteristic parameters: The gray level co-occurrence
matrix is a significant method to depict the image texture feature.
It describes the spatial distribution of gray value and image com-
plexity. Its mathematical expression is

P(i7j7d7 0) = {(va)'/ (X+dx~,}’+dy)[f(X7Y)
=1,f(x+dy,y+d)) =j} (1)

where 1 <x <m,1 <y < n,mand n are the total number of pixels
in x and y-axis directions, respectively. dy,d, denote the position
offsets with directionality. 0 value determines the direction in
which the matrix is generated. Here, we set d=1,0=0°,
45° 90°, 135,

In order to precisely describe the image texture feature, many
parameters that can represent matrix conditions are derived from
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the gray level co-occurrence matrix. We select several typical
parameters [17].

(1) Contrast G: Contrast [ 18] reflects the clarity of the image, dif-
ference in gray between adjacent pixel and the depth of the tex-
ture. It has a pivotal impact on the visual effects. High contrast is
helpful for image definition and detail. Generally speaking, a
high-contrast image is clearer and more eye-catching, and the
image’s texture complexity is greater. That is to say, contrast is
in direct proportion to the image texture complexity T, T « G. Con-
trast can be obtained by using

n

G= 305l j)?P(ij.d.0) 2)

i—1 j=1

where G is contrast, the rest of symbols follow the same meaning as
Eq. (1).

(2) Energy J: Energy [19] is the measure of the stability of the
image texture’s gray level change, which reflects the image gray
level distribution uniformity and texture thickness. Large energy
value indicates that the texture is a texture with stable regular
variation, that is, the image texture complexity is inversely corre-
lated with energy, T o< . Energy can be formulated as

m n
.] = ZZPZ(L], d! H) (3)
i1 j=1
where J is energy, the rest of symbols follow the same meaning as
Eq. (1).

(3) Correlation Cov: Correlation [20] reflects the consistency of
image texture and is an effective indicator to measure the image
texture complexity. Correlation can also be used to measure the
similarity in the row or column directions of the elements of the
gray level co-occurrence matrix. Its value reflects the local correla-
tion of the image. When the correlation is higher, the image texture
complexity is lower. Namely, the image texture complexity is
inversely proportional to the correlation, T « ¢. Its compute equa-
tion is

ixjxP(@j,d0) —uu,
Cov_zz oy (4)
12

i=1 j=1

where u;, u, are mean, and d?,d> are variance, i.e.,

U = zm:iip(i, j.d.0)

i=1 j=1

U = ZIZP(I7]7 d7 6)
=1 =1
& =3 - ur S PGij.d.0)
i=1 j=1
= Z(] — UZ)ZZP(i;jadv 0)
j=1 i=1

Here, we select three typical parameters of gray level co-
occurrence matrix to depict the image texture feature. Because
the other two parameters except contrast are in inverse proportion

. high capacity in priority
steganographic high capacity in priority|

capacity sub-payload equals its capacity
payload
distribution

Spreading Payload

Fig. 1. Overview of the embedding strategy FMF.
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to the image texture complexity T, we set the weights of contrast,
energy and correlation as 1/3, —1/3, —1/3, respectively. This means
that

1.1, 1
T=3G-3]-5Cov (6)

The image entropy: It describes the appearance of each grays-
cale. Grayscale is the maximum number of different gray levels
in an image. The larger the grayscale is, the broader the brightness
range of an image is. We can obtain the image entropy using the
following equation.

k
H= —ZPiIngpi (7)
i-1

where k and p; are the number of grayscale and appearance proba-
bility of grayscale i, respectively, which can be obtained from the
gray histogram.

The shape parameter: In [21], the difference of neighboring pix-
els is regarded as a random variable which follows the generalized
gaussian distribution (GGD) whose mean is 0. Because the differ-
ence of neighboring pixels contain both horizontal and vertical
directions, denoted by x; and x,, respectively, x, and x, follow
the GGD whose mean is 0. Substituting them into the formula of
GGD whose mean is 0. Thus

B o[\ P
Py 5 (Xn) = m EXP(—(‘;—;‘) )

By v By
Pou/,/f,, (xv) = 2%1‘/(]//3”) eXp(f(%) ) (8)
T(1/Bnsw
%j0 = Onjo [T Onjw >0

where aﬁ/y, onsp and fy , denote the variance, scale parameter and
shape parameter, respectively, all of them can be obtained by using
the fast moment estimation method proposed in [22] (our experi-
ments are also programmed according to this method). And I'(e)
is the Gamma function.

Generally, an image with high complexity has a big shape
parameter. The image shape parameter is defined as the mean of
shape parameter in horizontal and vertical directions, i.e.,

B=0.5x (B + by 9)

where g, and g, are the shape parameters in horizontal and vertical
directions, respectively, we can obtain them using the fast moment
estimation method [22].

In this subsection, we introduce three kinds of image features.
All of them are in direct proportion to the image complexity. Thus

Q=T+H~+p (10)
Normalize the image complexity Q.

A Q- Qmin
@ Qmax - Qmin (1 1)
where Qi and Q,.x denote the minimum and maximum value in
Q, respectively.

We further analyze the size of parameters. Grayscale is the
maximum number of different gray levels in an image. For images
with gray values ranging from 0 to 255, the value range of H is [0,
8]. Three typical characteristic parameters, G,/ and Cov, are
obtained by the graycoprops function in Matlab. Their value range
is [0, 6], [0, 1] and [-1, 1], respectively. And the value of g is in the
range of 0 to 2. Therefore, the value range of the image complexity
is [-2, 12].

2.2. The estimation of steganographic capacity

In 2007, based on some assumptions and Cachin security the-
ory, Ker defined the security theory of multiple images steganogra-
phy, and demonstrated the proportional relationship between
steganographic capacity and the square root of the number of cov-
ers [23]. Here, we consider the number N of images in stegano-
graphic system and the number KCN of images assigned to
steganographer. Therefore, we can conclude that C, « v'N and
Ci < VK. Later, it was proposed that steganographic capacity
should be proportional to the square root of the size of image
[24]. Assuming that the size of image is myny, Gy o /Mn,. And
steganographers usually embed payload into regions with higher
complexity to reduce the overall embedding distortion. So
Ci « . Thus we estimate steganographic capacity using the fol-
lowing equation.

Ck:\/NX\/I?X\/mknkXQkX}, (12)

N: It is the number of images in data set used in experiments.
When performing experiments, N is set accordingly as the number
of images in the data set.

K: It means the number of images assigned to steganographer.
In principle, the images in the data set are all available to steganog-
rapher. However, we tend to assign subset to each actor according
to the needs of experiments, and the subset assigned to steganog-
rapher is really available to steganographer. Actually, we don’t
limit the value of K in this paper. Here, the value of K can be any
integer in [2, N] (K > 1, because it is in multiple images steganog-
raphy system).

m,n: It denotes the size of image k, i.e., the number of pixels in
image k.

Q, : O, represents the image complexity of image k, which is
computed by using Eq. (10). And €, the value range is [0, 1], is
obtainedafter minimum-maximum normalization of Q, (namely
Eq. (11)).

A: On the premise that all secret information can be embedded,
J we estimate is based on our experiences from specific experi-
mental work. We call it the control parameter.

2.3. Spreading payload among multiple images

First, we compute all steganographic capacity
C={C,Cy,---,Cx} of image subset I = {I1,I5,---,Ix} assigned to
steganographer. As Ref. [10] pointed out steganographer embed-
ded payload into the fewest possible number of covers, we sort
images in order of descending capacity. Therefore, we can obtain

a sequence of descending capacity C7 = {Cingc1), Cina(2), - - > Cind(ic) }-
ind(k) is the index of sorted image. Finally, we embed payload into
corresponding images according to the order ling), lind2), - - » lind(x)»

and the sub-payload for each selected image is equal to its esti-
mated capacity, so as to minimize the number of embedded covers.
This means that

Cind ke{1,2,-- g -1}
q-1
[Mingy| = § M| — Zcind(k)s k=q (13)
pam
07 ke{q*+1q*+2771<}

where M is a secret information set, and |M| denotes the length of
secret information. As we know, the steganographic capacity refers
that the maximum number of bits can be embedded in cover under
the premise that imperceptibility is satisfied. When embedding
payload, we select images with high capacity in priority, and the
sub-payload for each selected image is equal to its estimated capac-
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ity. Therefore, q* denotes the fewest number of images, when pay-
load can be embedded thoroughly.

After distributing the payload, we combine with some state-of-
the-art embedding algorithms used in single image to complete
multiple images steganography.

2.4. Computational complexity analysis

Here, we investigate the computational complexity of the pro-
posed embedding strategy. Suppose we possess K cover images,
all of them with the same size of m x n. In this strategy, we first
traverse K images to calculate the steganographic capacity of each
image based on their image complexity. The computational com-
plexity of the above operations is O(Kmn). Then we sort K images
in order of descending capacity. Finally, we allot sub-payload into
corresponding images according to this order. And sorting and
allotting operations’ cost is O(KlogK). So far, if Kmn > KlogK, the
computational complexity of FMF is O(Kmn). Otherwise, the com-
putational complexity is O(KlogK). Therefore, the multiple images
steganographic schemes incorporated with the proposed strategy
FMF could be solved in polynomial time.

3. Experimental parts

In this section, we give detailed experimental settings, includ-
ing embedding strategies, embedding algorithms, pooled steganal-
ysis, etc. Furthermore, detailed experimental steps are also
described. And experimental results are shown to demonstrate
the effectiveness of proposed embedding strategy FMF.

3.1. Experimental settings

In this subsection, specific experimental settings are presented.
To achieve multiple images steganography, we combine the pro-
posed embedding strategy FMF with some state-of-the-art embed-
ding algorithms which are used in single cover image.

Our experiments are tested on 10000 gray level images with the
size of 512 x 512, obtained from BOSSBase v1.01 set [25]. We
employ the blind universal pooled steganalysis [13] to estimate
the detectability of these steganographic methods. The application
scenario of this steganalysis method is that multiple users and each
of them transmits multiple images. It aims to identify a guilty actor
or actors, who have embedded payload into the selected images.
Because it is the most effective when only one user is steganogra-
pher, we set a guilty actor in experiments. The embedding strate-
gies involved in experiments include the proposed embedding
strategy FMF and the embedding strategy UPD [14]. And the
embedding algorithms include the state-of-the-art steganographic
algorithms WOW [5], S-UNIWARD [6], HILL [7] and MiPOD [8]. We
perform experiments by adopting all pairs of the above embedding
strategies and algorithms. Moreover, we must confirm the length
of secret information, so as to draw like-for-like comparisons
among different pairs of embedding strategies and algorithms.
Hence, we will define the total payload as the number of bits per
pixel of images for the guilt actor. Here, the mean payload rate is
set to 0.1, 0.2, 0.3, 0.4, 0.5 bpp (bits per pixel).

3.2. Experimental steps

In this subsection, we will give specific experimental steps.

Step 1: The number of users is set as 20, and the number of
images per user are 100 and 200, respectively. Randomly select a
guilty actor, and mark the selected actor. Then the guilty actor
embeds payload into the corresponding images, using different
pairs of embedding strategies and algorithms.

Step 2: Because the spatial rich model (SRM) [26] is a classical
steganalysis method for spatial domain, and can detect the embed-
ding algorithm well, we use it to extract 34671-dimensional fea-
tures for all images.

Step 3: According to actor, group these extracted features. And
use the maximum mean discrepancy (MMD) [27] method to com-
pute the distances between all pairs of users.

Step 4: Use the local outlier factor (LOF) [28] method to calcu-
late the guiltiness of each user. Sort LOF values in descending
order. Then we can obtain the LOF value ranking of the guilty actor
according to the mark in Step 1.

Repeat the above experimental steps to obtain the average
ranking of each user. The higher the average ranking of the guilty
actor is, the lower the possibility that the guilty actor is to be
detected is, i.e., the more undetectable embedding strategy is.

3.3. Comparison results

In this subsection, comparative experiments are shown to
demonstrate the effectiveness of the proposed embedding strategy
FMF. Table 1 shows the experimental results under five payloads,
combining two embedding strategies FMF, UPD with the embed-
ding algorithm WOW, when the number of actors is 20 and the
number of images each actor is 100. To further illustrate the secu-
rity performance of the proposed strategy FMF clearly, we show
the results using figures.

Fig. 2 displays the comparative results. The array of charts var-
ies the embedding algorithm (WOW, S-UNIWARD, HILL and
MiPOD). Within each chart, the x-axis denotes the payload in
bpp, and the y-axis denotes the average ranking of the guilty actor.
Different embedding strategies are denoted by different point
types. Observing the results, it can be found that the average rank-
ing of the guilty actor obtained from FMF is higher than that from
UPD, under the same number of images and payload. Moreover,
with the increase of payload, the performance difference between
FMF and UPD is more obvious.

Last, but not least, Fig. 3 provides a useful insight about the pro-
posed strategy FMF. This figure shows the numerical results of pay-
load distribution among 100 guilty actor’s images under the
proposed embedding strategy at the mean payload rate 0.1 and
0.4 bpp. It is obvious that the numerical results of payload distribu-
tion among 100 guilty actor’s images is uneven. The proposed
strategy FMF spreads payload into as the fewest number of cover
images as possible. It also can be observed that the assigned sub-
payload for some cover images are zero, and these innocent images
can further confuse the detector. Note that the intuitive strategy
UPD equally spreads payload for each image, thus we ignore it in
this figure.

gleﬂ:vlrage ranking of the guilty actor by combining FMF, UPD and WOW, resisting the blind universal pooled steganalysis.
Embedding Strategy Payload
0.1 bpp 0.2 bpp 0.3 bpp 0.4 bpp 0.5 bpp
FMF 12.8 12.9 12.8 12.2 12.2
UPD 12.9 129 12.7 11.7 9.5
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Fig. 2. The comparative results with UPD by combining orderly with WOW (a), S-UNIWARD (b), HILL (¢) and MiPOD (d), when the number of actors is 20, and the number of
images each actor are 100 (red color) and 200 (blue color), respectively. (For interpretation of the references to colour in this figure legend, the reader is referred to the web

version of this article.)
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Fig. 3. The numerical results of payload distribution among 100 guilty actor’s images under the proposed embedding strategy at the mean payload rate 0.1, 0.4 bpp.

4. Conclusions

An embedding strategy on fusing multiple features is presented
in this paper. In the proposed strategy, we utilize multiple features
to quantitatively describe image complexity. And then we combine

with the new estimation method to estimate steganographic
capacity. At last, the performance of the proposed strategy is veri-
fied by experiments.

According to the experimental settings, our experiments are
tested on gray level images. In fact, color images are more
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prevalent on the Internet. Unlike gray level images, color images
contain red, green and blue channels. As Ref. [29] pointed out,
steganographer exploited inter-channel correlations to allocate
payload for performance enhancement. In further work, we will
attempt to extend the proposed strategy to color images incorpo-
rating with inter-channel correlations.
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