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Generative Adversarial Networks
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Abstract—Recently, extensive research has revealed the
enormous potential of deep learning in the application of image
steganography. However, some defects still exist in previous
studies on deep learning-based steganography. In this paper, we
propose a novel end-to-end network architecture for image
steganography with channel attention mechanisms based on
generative adversarial networks, which can yield perceptually
indistinguishable stego images at various capacities. Three
subnetworks constitute our model, where a generator embeds the
payload into cover images, an extractor extracts it from stego
images, and a powerful steganalyzer acts as a discriminator to
enhance steganographic security. We design a specific channel
attention module, which tunes channel-wise features in the deep
representation of images dynamically by exploiting channel
interdependencies. The experimental results demonstrate that the
channel attention strategy is conducive to improving the quality of
generated stego images and the accuracy of message extraction. To
tackle the inevitable issue of extraction errors, we resort to error
correction codes, with which our model achieves the maximum
effective embedding rates over 4 bits per pixel. Finally, we verify
that the proposed model outperforms current GAN-based
steganographic schemes on two datasets and the undetectability is
superior to traditional algorithms when the steganalyst cannot
access model hyperparameters.

Index Terms—Channel attention, end-to-end learning, genera-
tive adversarial networks (GAN), steganography.

1. INTRODUCTION

HE boom of social networking services raises unignor-
able privacy protection issues [1], [2]. To prevent the dis-
closure of sensitive information, users can hide it in the
multimedia they share, such as photos and videos. Image
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steganography is the art and science to conceal secret data
within images [3]. Compared with cryptography, which guar-
antees the confidentiality of information, steganography can
camouflage secret information with the content redundancy of
digital media to avoid the suspicion of third parties. Thus,
image steganography can be used for covert communication
over public channels such as social platforms. With the image
storage and computation outsourced to the cloud [4], this tech-
nology also helps achieve cloud security. As the antithesis of
steganography, the core goal of steganalysis is to determine
whether invisible secrets are hidden in images [5]. These two
technologies have made progress in confrontation, during
which many pioneering algorithms have been developed.

Early non-adaptive steganographic strategies severely dam-
age the image statistics and often result in high detectability
due to the neglect of analyzing the texture characteristics of
images [6], [7]. In contrast, adaptive steganography consider-
ably improves the statistical undetectability by making the
modification to cover images concentrated in regions with
edges or complex textures. Thus, adaptive steganography has
become the mainstream research direction in the last decade.

At present, most successful gray-scale image adaptive stega-
nographic algorithms are based on additive distortion functions
and implemented in combination with Syndrome-Trellis Codes
(STC) [8] framework that minimizes total distortion. In recent
years, classical distortion functions are designed in the spatial
domain [9]-[13] or in the frequency domain [11], [14], [15].
For example, HILL [12] defined the distortion function utiliz-
ing a high-pass filter and two low-pass filters. MiPOD [13]
derived a closed-form expression for the detector of content-
adaptive least significant bit matching based on an image
model, and embedded the payload while minimizing the power
of the optimal detector. Additionally, the non-additive distor-
tion function for steganography is also developed, which har-
nesses the mutual embedding impacts of pixels. For instance,
both CMD [16] and SMD [17] further enhance the difficulties
for modern steganalysis by synchronizing the modification
directions of adjacent pixels. They can be easily integrated into
existing steganographic methods and utilize Gibbs [18] con-
struction to realize the practical embedding.

The steganographic schemes above are designed for gray-
scale images. When the cover image has color, it is not wise to
distribute the payload evenly among the red, green, and blue
channels. Following the idea in CMD [16], Tang et al. [19] pre-
sented an approach to clustering modification directions for
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color images, which preserves not only the correlation within a
channel but also the inter-channel interaction. Liao et al. [20]
considered inter-channel correlations and proposed a channel-
dependent payload partition strategy among RGB channels
based on amplifying channel modification probabilities. Wang
et al. discovered that G channel has a stronger correlation with
R and B than the one between R and B. So they introduced a
strategy that makes the modification directions of R and B
channels consistent with those of G channel [21].

With the rapid development of deep learning in recent years,
some steganalytic techniques exploiting convolutional neural
networks have achieved satisfactory effects, such as XuNet [22],
YeNet [23], Yedroudj-Net [24], Zeng-Net [25], and SRNet [26]
etc. These deep-learning networks for steganalysis pose formi-
dable challenges to traditional steganography. Fortunately,
deep learning algorithms, especially Generative Adversarial
Networks (GAN) [27], have also brought new inspiration to
image steganography. GAN is generally composed of two rival
subnetworks, in which the generator aims to generate data dis-
tribution approximate to the real data distribution, while the dis-
criminator tries to distinguish real samples from the generated
ones. The basic principle of GAN is to take advantage of adver-
sarial learning to enhance the respective performance of two
subnetworks. This confrontation naturally resembles the rela-
tionship between steganography and steganalysis, which
implies the rationality of using GAN for developing stegano-
graphic algorithms.

According to the different functions fitted by the generator,
existing popular GAN-based steganographic models can be
roughly classified into four categories: coverless image stega-
nography, generating cover images, learning distortion costs,
and producing stego images. Among them, coverless image
steganography via GAN learns the mapping rules of secret
information to the stego image [28], [29]. Although these
methods avert the irreversible disturbance caused by the modi-
fication to cover images, it is difficult to achieve high capacity
and obtain high-quality images. The methods of generating
cover images train the generator to produce more realistic
cover images by confronting the discriminator and enhance
security by learning against the steganalyzer [30]-[32]. After
the training process, any traditional embedding operation can
be performed on generated images. Apparently, the process of
constructing images is more complex than choosing natural
images as covers directly and the crackdown on fake images
can also restrict its application. In distortion cost learning
frameworks, the generator learns modification probability
maps which can be turned into distortion costs [33]-[35].
These algorithms only substitute deep network models for tra-
ditional heuristically defined distortions, but they still rely on
STC [8] to carry out the actual embedding.

The methods in [36]—-[39] utilize convolutional neural net-
works to automatically embed and extract messages. Hayes
and Danezis [36] proposed the first network architecture for
image steganography through an adversarial training scheme.
Zhu et al. [37] incorporated multiple types of optional noise
layers into their model between the encoder and decoder to sim-
ulate attacks or distortions that images may experience during

transmission, so their method can also be applied to digital
watermarking. Zhang et al. [38] organized binary messages
bits into three-dimensional tensors that can be concatenated
with the image tensors in the encoder network, which increased
the steganographic capacity significantly. Yu [39] proposed an
attention based data hiding framework with GAN, in which an
attention model was introduced to help the generative model to
aware of inconspicuous areas of cover images. These studies
show that the supervised stego image generation is a promising
field of research in steganography, but they are still defective in
some aspects. The stego images in [36] have severe distortion
which can even be identified by human eyes. The processing
operations for messages in [37] cause expensive computing
complexity and storage overhead, preventing it from working
normally at high capacities. The research [38] fails to resolve
the contradiction between steganographic requirements and
still has weakness in the anti-detection performance and decod-
ing accuracy. The attention model in [39] generates a mask
indicating the risk of causing the attention of visual detection,
which can be regarded as an application of spatial attention
mechanism. However, the contribution of the spatial attention
mask to good imperceptibility is limited.

To address the aforementioned challenges, we propose a
channel attention based end-to-end network architecture for
image steganography with GAN. The model consists of three
subnetworks: a generator, an extractor, and a discriminator,
which are respectively responsible for generating stego
images, extracting secret messages, and detecting covers and
stegos. Different from the spatial attention model in [39],
which tries to find suitable regions of images to hide data, we
focus on the importance of each channel in the feature map. In
our method, the payload is embedded in the way of fusion
with the multi-channel feature maps. Since the number of
meaningful features varies in different channels, each channel
should be given different levels of attention. Otherwise, mean-
ingless features may be transformed into noise that impairs the
stego quality. Therefore, we introduce a channel attention unit
to model channel dependencies explicitly, which enables the
networks to concentrate the payload in more critical and effec-
tive channel features. Compared with the spatial attention
model in [39], our channel attention module is more light-
weight and effective.

It is well known that in adversarial training schemes, a well-
designed discriminator can optimize itself better and give more
useful feedback to the generator. In the work most relevant to
ours, the discriminator is implemented by a normal convolu-
tional neural network, which may not be beneficial enough for
steganographic security. Because the discriminator plays a role
similar to steganalysis, we apply a powerful gray-scale image
steganalytic network, XuNet, and adjust the channel and the
number of high-pass filters in the pre-processing layer as our dis-
criminator to support color images. To overcome the problem of
inevitable error rates of message extraction in the existing stud-
ies, we use error correction coding algorithms. By adding redun-
dant parity information to the original messages we can recover
them accurately from the ones disturbed by the noise. We
also illustrate the effective information capacity that can be
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communicated using our algorithm by virtue of a practical error-
correcting scheme, Reed-Solomon codes [40].

The primary contributions of our work are as follows:

1) We propose a novel end-to-end network architecture for
image steganography with channel attention mechanisms
based on GAN (CHAT-GAN). The mechanism can learn
channel interdependencies and adaptively adjust chan-
nel-wise features in the network activation of images,
through which we can improve the quality of generated
stego images and the accuracy of message extraction.

2) Our application of an advanced network for image steg-
analysis with the high-pass filters modified in the pre-
processing layer is beneficial for enhancing security.
We also use error correction codes to address the prob-
lem of inevitable extraction errors caused by the net-
work. Combining with a ubiquitous error-correcting
algorithm, we illustrate the method to estimate the
effective capacity with a given payload. Under this cir-
cumstance, our model is capable of achieving effective
embedding rates in excess of 4 bits per pixel while
ensuring that the messages are recovered correctly.

3) Compared with the existing GAN-based methods for
generating stego images, our approach brings improve-
ment in performance measured by multiple metrics
with relatively low computational complexity. The steg-
anographic security is preferable to traditional algo-
rithms when the model hyperparameters are unknown
to the steganalyst. When generalized to another image
set, our method retains its superiority.

The rest of the paper is organized as follows. In Section II,
we describe the detailed network structure of the proposed
CHAT-GAN, the rationale and functionality of the channel
attention module, and the algorithm used for training. In
Section III, we report extensive experimental results to dem-
onstrate the performance of our model, where we also present
comparisons with existing steganographic methods based on
generative networks and distortion functions. Finally, we
draw conclusions in Section IV.

II. PROPOSED METHOD

In this section, we present a novel end-to-end network archi-
tecture for image steganography with channel attention mecha-
nisms based on GAN (CHAT-GAN). First, we provide an
overview of the model architecture and basic ideas. Then we
describe in detail the composition of each component of our
model and introduce the channel attention strategy. Finally, we
illustrate the loss functions and training procedures.

A. Overview of the Proposed CHAT-GAN

Our model consists of three components: (1) the generator G
with parameters 0 takes the cover image X and the message M
as input and yields the stego image S; (2) the extractor F/ with
parameters O recovers the message M’ from the stego image;
(3) the discriminator D with parameters 6 attempts to differen-
tiate stegos from covers by assigning different scores to them.

The generator and the extractor both play an indispensable
role in message embedding and extraction. Instead of design-
ing encoding rules manually, generating imperceptible stego
images and ensuring accurate recovery of secret information
becomes the optimization objectives of the networks. In order
to further improve the quality of generated images and the
accuracy of message extraction, we develop a channel atten-
tion module, which tunes the deep representation of cover
images dynamically by exploiting channel relationships. Since
adversarial training requires the generator G and the discrimi-
nator D to be updated iteratively, the performance of the gen-
erator can be continuously improved to better fool the
discriminator, achieving gradually strengthened undetectabil-
ity. To this end, we adopt XuNet [22], an advanced network
for steganalysis, and adjust the channel and the number of
high-pass filters in the pre-processing layer as our discrimina-
tor. When training is completed, our model can be easily com-
bined with any error correction coding algorithm to realize the
actual secret communication. The upper part of Fig. 1 illus-
trates the overall architecture of CHAT-GAN.

B. Structure of Three Subnetworks

1) Generator: We denote a cover image with C' channels
and H x W size as X € LE*"*W in which L is the range of
pixel values, namely {0, ...,255}. We set C' = 3 and train our
models on true-color images because they are widely used in
real life. Here it is worth pointing out that our model can also
be applied for gray-scale images with only a slight adjustment
to the kernel configuration at the input and output layer.

For the form of the secret message, we organize it as a three-
dimensional volume instead of a one-dimensional vector to
achieve higher capacity. So the message M € {0, 1}
where P is a variable that controls the capacity. The generator
G embeds the secret message into the cover image to get the
stego directly, which can be represented as a function:

S = fa(X, M;6¢). )

Convolutional blocks (denoted as ConvBlocks) form the
basic components of our network. Each ConvBlock includes a
convolution layer (Conv), an activation function, and a Batch
Normalization layer (BN). We adopt the Leaky Rectified Lin-
ear Unit (LeakyReLU) with a negative slope of 0.01 as the acti-
vation function in GG. All ConvBlocks in our model have 3 x 3
kernels, stride 1, and padding 1.

Multiple convolution filters in the ConvBlock enlarge the
number of channels of the image to learn richer features and
provide more potential embedding positions. However, the fea-
tures captured by the filters have only weak channel correla-
tions. Some channels may have features that are not suitable for
hiding messages. To handle this problem, we design a light-
weight channel attention module (denoted as CA). It allows the
network to focus on more favorable channels. We will describe
it detailedly in Section II-C. Here we place it after ConvBlocks
to enhance the embedding performance of the generator.

The detailed structure is shown in Table I. The form of the
kernel information is “output channels x (heightx widthxinput
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An overall architecture of the proposed CHAT-GAN. The generator hides the message into the cover image and obtains the stego image. The extractor

extracts the message from the stego image. The discriminator differentiates stegos from covers by assigning different scores to them. The generator and the
extractor are jointly trained to minimize Lo g = \iLi + ALy + A Loy + AL, while the discriminator aims to optimize Lp. The lower part: the diagram of the
channel attention module. The module calibrates the feature map F obtained by the convolutional block to U by calculating its channel weights s.

TABLEI
DETAILED STRUCTURE OF THE GENERATOR AND EXTRACTOR IN THE PRO-
POSED CHAT-GAN. THE CONVBLOCK AND CA REFER TO THE
CONVOLUTIONAL BLOCK AND CHANNEL ATTENTION MODULE

Groups Kernel Information Input Output
ConvBlock-CA 32x(3x3xC) X X1
ConvBlock-CA 32X (3x3x(32+P)) M, X1 X
Generator  ConvBlock-CA  32x(3x3x(64+P)) M, X1, X2 X3
Conv Cx(3x3x(96+P)) M, X1,X2,X3 X4
Addition - X, X4 S
ConvBlock-CA 32x(3x3xC) S S1
ConvBlock-CA 32x(3x3x%x32) S1 So

Extractor

ConvBlock-CA 32x(3x3x64) S1,S2 S3
ConvBlock 32x(3%x3x96) S1, 52,53 M’

channels)”. The generator consists of four convolution groups.
Each convolutional layer owns 32 filters except the last, which
has C' = 3 filters, canceling the successive LeakyReLU, BN,
and the channel attention unit. The cover image X passes
through the first ConvBlock to get an intermediate representa-
tion, which is then explicitly tuned by the CA module with train-
able parameters to get X;. This step extracts texture features in
the image preliminarily and renders more suitable embedding
positions. Then the secret message M is concatenated with X,
and processed by the second ConvBlock and CA unit to obtain

X5. Similarly, the third and fourth Conv layers take the concate-
nation of the message and feature maps as input, and output
X3, Xy singly. To make full use of different levels of features,
we add dense connections [41] to the third and fourth Conv
layers. In other words, their inputs come from the outputs of all
the preceding convolution groups. The message M is also
concatenated with feature maps repeatedly to increase redun-
dancy, which facilitates its extraction. Finally, the last convolu-
tional layer outputs X,. We add it to the cover X to generate the
stego S. X, can be interpreted as the residual relative to the
cover. Such residual learning makes the network training easier
and helps to retain the pixel values of cover images to the maxi-
mum extent. The whole embedding process is essentially
embodied as a fusion of the message volume and image features
by convolutional operations.

2) Extractor: The extractor E learns to decode messages
to get M’ from the stego image it receives, namely:

M' = fp(S;05). (@)

The extractor has an almost identical structure to the gener-
ator. As Table I shows, ConvBlocks and CA modules are also
the basic units working in the extractor. The intermediate
ConvBlocks use LeakyReLU as the non-linear function, but
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the last one adopts Sigmoid as activation to normalize the data
to the range from O to 1. The dense connections are also
employed in this network where the four ConvBlocks handle
tensors of 3, 32, 64, 96 channels singly and finally yield the
P x H x W message tensor. The essence of message recov-
ery is to extract information from different levels of image
features.

3) Discriminator: In our model, the discriminator D scores
the images. We denote the score as fp(I;0p) where I €
{X, S} represents the input image. The discriminator aims to
assign higher scores to stegos and lower ones to covers.

The representation power of the discriminator will undoubt-
edly affect the performance of the generator because they are
updated in a competitive fashion. In previous studies [37]-[39],
the discriminator is simply implemented by stacking normal
convolutional and fully-connected layers without particular
designs. However, the discriminator faces a non-trivial prob-
lem similar to steganalysis, whose particularity lies in the
necessity of extracting noise residuals. So we preliminarily
deem that it may be difficult for the normal convolutional neu-
ral network to make the most of its competence as the oppo-
nent. Instead, we consider using a dedicated network for
steganalysis as the discriminator.

Recent years have witnessed the successive birth of excellent
steganalytic networks, among which XuNet [22], YeNet [23],
and SRNet [26] are rather powerful for detecting gray-scale
images in the spatial domain. They all extract image noise
residuals at the beginning of the network. We use them as the
discriminator in turn with slight modifications to make them
capable of steganalyzing color images. We adjust the channel
and the number of high-pass filters in the pre-processing layer
for XuNet. We enlarge the channel of SRM [42] kernels in
YeNet. The number of input channels in the first convolutional
layer is altered for SRNet. The output feature numbers of the
last fully-connected layer in the three networks are all modified
to 1 to output the score. Preliminary experiments show that
XuNet performs better so we designate it as the discriminator
finally. The detailed results and analysis are provided in
Section III-D2.

C. Design of the Channel Attention Module

The attention mechanism in deep learning makes the net-
work learn to pay attention to important features and ignore
irrelevant ones. In CNN-based steganography that directly
generates stegos, the message is embedded in the way of
fusion with the features of the cover image. The importance of
these features for hiding data is different, so the attention
mechanism may be useful for the performance boost. The
hard attention mechanism selects a subset of the elements of
the input data, discarding the rest entirely. It is typically asso-
ciated with reinforcement learning because of its non-differen-
tiability. In steganography, the information of a cover image
needs to be retained as much as possible rather than discarded.
In addition, the training of reinforcement learning is often
inefficient. The self-attention mechanism captures internal
correlations between image patches in the field of computer

vision. Since the embedding operation considers the holistic
image information, it has little direct contributions to stega-
nography. We turn to the soft attention mechanism, which
assigns a weight between 0 and 1 to features to indicate the
level of attention that needs to be paid.

The soft attention mechanism mainly includes spatial atten-
tion and channel attention. The former allows the network to
find appropriate regions of images while the latter helps to
focus on favorable channels in feature maps. Ref. [39] used an
attention model to generate a mask indicating the attention
sensitiveness of cover images, which is a kind of spatial atten-
tion. A larger value in the mask means that the change of the
corresponding pixel will lead to a higher risk of visual detec-
tion. Nevertheless, the less attention-sensitive areas shown in
its paper are not complex textures or edge regions that are con-
sidered safe for adaptive steganography. Because the convolu-
tion layer itself has the effect of edge detection and texture
extraction, we deem that the functionality of an additional spa-
tial attention model is limited. This motivates us to study the
effect of channel attention on image steganography.

In our approach, the convolution layer is the basic building
block. It transforms the image into a multi-channel feature
map, so that message bits can be hidden among these channel-
wise features. When processing an input feature map, classical
convolutional operations fail to capture holistic information
within a channel and the dependency among channels, giving
rise to some meaningless channels in the output feature map.
The meaningless channels may be further turned into severe
noise in output stegos, which is detrimental to stego quality
and payload extraction. Thus, the important channels should
be emphasized while the meaningless ones should be sup-
pressed. To this end, we design an attention module that tunes
the channels according to their importance. Taking the feature
map F € RM™**W computed by the convolutional block as
input, it first derives a weight vector by exploiting channel
inter-dependency. Each weight reflects the importance of each
channel. Then the weights are multiplied to the corresponding
channels to scale the features, outputting a recalibrated feature
map U. The structure of the channel attention module is
depicted in the lower part of Fig. 1.

We first aggregate spatial information in each channel of the
feature map F using both average pooling and max pooling to
obtain f,yg € RM*1 and fi. € RM*L. The m-th elements of
favg and fiax are calculated by:

1 H W
awg m;;}?@j? (3)
. = mazx(F™). 4)

The two pooling operations compress the global information
of each channel into two scalars as spatial feature statistics.
To derive weights that represent the importance of each chan-
nel from these statistics, we perform linear and nonlinear oper-
ations on them. Specifically, we propagate fayg and frax with a
shared network composed of two fully-connected layers. Next,
the two output feature vectors are fused by element-wise
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Algorithm 1: Training the proposed CHAT-GAN. The Gener-
ator GG, the Extractor E and the Discriminator D are optimized
by Adam with default hyperparameters.
Require:
The image set X
The initial learning rate oc; = 0.001 for G, E, decayed by factor
0.1 every 10 epochs. The learning rate a5 is fixed to 0.0001 for D.
The number of iterations of the discriminator per generator itera-
tion np = 5. The batch size b = 12. The clipping parameter
¢ =0.01.
Ensure:
Trained networks, 6,05, 0p.
while 0, 0 have not converged do
fort =1tonpdo
Sample { X}’ ~ Py, a batch from the image set

1:
2
3
4: Sample {]Wi)}f:l ~ Bernoulli(0.5), a batch of messages
5: 9o, — Vo, (3320 Lp(XD, M)
6' 91) HQD +a2-Adam(90,g@D)
7 Op «— C]ip(@p, C, —C)
8 end for
9: Sample {X@}é’:1 ~ Py, a batch from the image set
10: Sample {M@}"_ ~ Bernoulli(0.5), a batch of messages
L1 9oq v"('; (% Z?:l £G‘E(X(i)a j\/[(i)))

9oz — Vo (5 Z?:l L p(XW, M)
12: e <—9g+a1-Adam(907g9G)9E — O +ay-

1Ad.?l.Il’l(9E7 ggE)
13: end while

addition, after which the fused feature vector is transformed to
a channel weight vector via the Sigmoid function. Namely,
the weight vector s € R**! is obtained by:

S = O'(Wz((S(Wlfavg)) + w2(8(w1fmax)))7 (5)
where §, o denote the Rectified Linear Unit and Sigmoid func-
tion respectively, Wy € RM/™M W, ¢ RM*M/" refer to the
weights in each layer. It is noted that the hidden layer per-
forms dimensionality reduction on the inputs to balance the
performance and computational complexity of the model. We
set the reduction factor » = 16, referring to the optimal config-
uration in a related attention mechanism study [43]. Finally,
each element of s, as a scalar, is multiplied by each channel of
F to calculate U = [U!, U?, ..., UM]. The computation of the
m-th channel of U can be expressed as:

U™ = s"mF". 6)
In this way, useless channels are suppressed by multiplying
with lower weights. And vice versa. After modifying channels,
U has a stronger representation ability for stego generation or
message recovery.

D. Loss Functions and Algorithm

Since the generator and the extractor work end-to-end in a
pipeline, we update them synchronously. Based on the idea of
mutual confrontation, the discriminator is optimized alter-
nately with them. The fundamental requirement of

steganography is to guarantee the visual indistinguishability
between the cover X and the stego S. To achieve this goal, we
take the mean square error to indicate the image distortion

loss: 1

Li= MSECX,S) = 5w

x-Sk @

Furthermore, deep network activation has been shown to
work well as an indicator of perceptual loss when training neu-
ral networks that produce images as output [44], [45]. We feed
the cover X and the stego S to a pre-trained VGG [46] and
minimize the difference between their feature maps at several
depths. This perceptual loss is calculated by:

L, = MSE(VGG(X),VGG(S)). (8)

Steganography also requires accurate recovery of secret
messages from the stego. Each value in the original message
M is either O or 1, while each element of the extracted mes-
sage M’ is a floating point number in the range of 0 to 1. In
training, we employ the binary cross entropy loss to minimize
the distinction between M’ and M:

TRLL / ,
Ly, = PHW ; —M;log s M; — (1 — M;)log (1 — Mz)

€))

When training is completed and the model is practically
applied, M’ needs to be rounded to 0 or 1 to construct the real
bit sequence.

A perfectly secure steganographic system requires that
stegos and covers follow the same distribution. If we measure
the distance between their distributions using the KL diver-
gence, the divergence value Dy is equal to 0. However, it is
difficult to achieve perfect security when implementing actual
stegosystems, but we can optimize them from this perspective.
The original GAN proposed by Goodfellow et al. can optimize
the generated distribution on the basis of KL divergence [27].
Subsequent researchers are committed to improving GAN by
constructing suitable network structures or proposing new loss
functions to eliminate its various defects. Among them, Arjov-
sky et al. found that Wasserstein distance has advantages
cover KL or JS distance and proposed Wasserstein-GAN
(WGAN) to stabilize training [47]. Therefore, we employ
WGAN to better fit the generator output distribution, which
can also achieve the effect of stable training. In steganogra-
phy, the Wasserstein-1 distance of cover distribution Py and
stego distribution Pg is expressed as:

inf
yell(Py,Ps)

W(]PXa PS) = E(dt,y)~y[||x - y”]v (10)

where I1(Py, Ps) denotes the set of all possible joint distribu-
tions y(z, y) whose marginals are respectively Py, Ps. Given a
joint distribution, E refers to the expected value of the [; dis-
tance between cover and stego pairs sampled from it. In all pos-
sible joint distributions, the infimum on the expected values is
defined as the Wasserstein-1 distance. However, the infimum is
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difficult to solve directly. Ref. [47] thus transforms it appropri-
ately to an optimizable loss. Under the guidance of its method,
the discriminator assigns different scores to real and generated
samples. We use the output result of the discriminator on the
stego image as the adversarial loss of generator. It can be
expressed as:

Ly = fp(S;6p). (11)

In summary, the objective of generator/extractor network is
to minimize:

»CG,E =NLi + )\pﬁp + AL + >\g£ga (12)

where \;, Ay, Ay, Ay control the relative weight of each item.
We will discuss how to set them in Section III-B.

The discriminator endeavors to diminish the prediction score
on covers and magnify it on stegos. We update it through the
following loss:

Lp = fp(X;6p) — fp(S;0p). (13)

The training procedure is described in Algorithm 1. The
generator/extractor and discriminator are trained alternately
until the loss can converge, where GG and F jointly learn to
minimize L p while D aims to minimize Lp. Note that D
is iterated 5 times once G is iterated. 6p should be truncated
to [—0.01,0.01] after each update to satisfy the Lipschitz
continuity [47]. In this mode, the generator can attain reli-
able gradients to boost the performance of steganography
continuously.

III. EXPERIMENTAL RESULTS AND ANALYSIS

In this section, we first introduce several criteria among
different aspects to assess our model. Then the experimental
setup and hyperparameter selection are illustrated. To verify
the effectiveness of the channel attention modules and the
discriminator, we conduct the ablation study. Then the
impact of different structures of the channel attention unit
and discriminator is further studied. We also explore the
feasibility of embedding with various payloads and the
effective capacity with error correction codes. Next, we
show our comparisons with existing stego generation frame-
works and distortion minimization frameworks for image
steganography. We additionally consider the generalization
of our model and test it on a different image set. We end
this section by validating the performance of our method on
other distributions of payloads and discussing the computa-
tional efficiency.

A. Criteria to Evaluate the Performance

We evaluated our steganographic systems from the follow-
ing four aspects: image quality, the similarity between covers
and stegos; security, the ability to resist detection by steganal-
ysis; extracting accuracy, the resemblance between original
messages and the extracted ones; capacity, the amount of data
that can be hidden in an image.

1) Image Quality:
e Peak Signal to Noise Ratio (PSNR) [48]: PSNR is one

of the most commonly used objective criteria for evalu-
ating images, which is defined via mean square error
(MSE). Given a distortion-free color image X of size
C x H x W and its noisy approximation Y, MSE is
calculated by:

1 cC H W ,
MSE = CH—WZ; 4 Z:(Xmlk- = Yijn)" (14)
i=1 j=1 k=1
Then PSNR is defined as:

(15)

MAX?
PSNR:lelogl[)( 1),

MSE

where MAX7 is the maximum possible pixel value of
the image. A larger value of PSNR usually means less
distortion.
Structural Similarity (SSIM) [49]: SSIM is based on
three comparative measures between two samples:
luminance, contrast, and structure. SSIM of two images
X and Y can be obtained as follows:

Cuxmy +c1)(20xy + ¢2)

SSIM: 9
1k + 1} + c1) (0% + 0% + )

(16)

where iy, [y, 0%, 03 are the means and the variances
of X and Y respectively, and oy is the covariance.
¢ = (k L)2 and ¢y = (ko L)2 are constants used to
maintain numerical stability to avoid zero in the
denominator, where L is the dynamic range of pixel
values and k; = 0.01, k; = 0.03. Following the rules
in [49], we used a sliding window with stride 1 and
size 11 x 11 to run across the whole image and calcu-
lated the values of SSIM between two image patches
each time. The mean value of each image patch is a
weighted average of the pixel value and its correspond-
ing weight. The weights applied to an N-pixel image
patch w = {w;|i = 1,2,..., N} are generated by a cir-
cular-symmetric Gaussian function with standard devi-
ation of 1.5 and normalized to unit sum such that
Zf\;l w; = 1. If the weight corresponding to pixels x;
and y; is expressed as w;, then the mean puy =
SN wixi, variance 0% = SN wi(z; — py)?, and
covariance oyy = Zf\il w;(z; — px)(y; — py). This
calculation is performed on gray-scale image patches.
Finally, we averaged all results in three channels to get
the mean SSIM. SSIM ranges from O to 1. A higher
value indicates a stronger perceived similarity between
the two images.

e Perceptual Loss (£,): Some traditional image quality

evaluation criteria, such as PSNR and SSIM, are shallow
functions that may fail to account for many nuances of
human perception in some cases [44]. We also took the
perceptual loss gained via deep network activation in a
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pre-trained VGG (in (8)) as a metric to evaluate image
qualities. Lower values imply that the stego images are
more perceptually consistent with the cover images.

2) Security: The security of stenography is usually empiri-
cally assessed by statistical undetectability against steganalysis.
When using a certain steganalytic algorithm to detect images
generated by a steganographic scheme, the detection error can
reflect security. It is the average of the false-alarm rate (recog-
nizing covers as stegos) and the missed-detection rate (recog-
nizing stegos as covers). A larger detection error means
stronger security. We evaluated the security of our model
through two steganalytic techniques. The first detector we used
is a classic rich model, SCRMQ1 [50], which is a high-dimen-
sional feature extractor for color images in the spatial domain.
It works well with an ensemble classifier [51] to detect images.
Another steganalyzer we adopted was WISERNet [52], a state-
of-the-art convolutional neural network dedicated to steganaly-
sis of color images. It is distinct from the discriminator in our
network, which can show the anti-detection ability against the
steganalyzer not seen during training.

3) Extracting Accuracy: The extracting accuracy of mes-
sages is also one of the essential requirements in steganogra-
phy. Since the outputs of the extractor are floating point
values in the range [0,1], we rounded them to {0, 1} for com-
puting the accuracy. It is calculated as the same number of
bits between M and M’ divided by the total number of bits.
Higher accuracy means that the predicted M’ is closer to M.
In tables of this paper, we refer to the message extraction
accuracy as accuracy for brevity.

4) Capacity: Bits Per Pixel (bpp) is a general measure of
embedding capacity, which indicates how many bits of infor-
mation can be held in each pixel of an image. The embedding
capacity usually contradicts security. In general, a payload
with lower capacity will cause less distortion to the image,
leading to higher security. In our method, P reflects the
embedding capacity. We add error-correcting characters after
messages for practical use. In this case, we should know the
number of effective bits per pixel. A method to derive the
effective capacity will be analyzed in Section III-E.

B. Experimental Setting

We used the platform of Pytorch to implement our network.
Models were trained on 20,000 images from the COCO [53]
dataset and 1,000 images were used for validating. The one
with the best validation performance was evaluated on the test
set of 1,000 images. The images in the training set were ran-
domly cropped and then scaled to 256 x 256 by bilinear inter-
polation, after which random flips were conducted before they
were passed to the generator. These transforms were devised
to enhance the robustness of our model. The tests were per-
formed on 256 x 256 cropped images without transforms.
Each bit of a message was sampled from the Bernoulli distri-
bution with a probability of 0.5. The Adam [54] optimizer was
utilized with default hyperparameters except for the learning
rate settings. As is revealed in Algorithm 1, the generator and
the extractor took the learning rate decay policy while the
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TABLE II
PERFORMANCE WITH THE DIFFERENT SETTINGS OF RELATIVE WEIGHT OF
EACH ITEM IN THE LOSS FUNCTION L g

Criteria Ai Aps Am Ag
1,1,100,1 1,1,1000,1 1,0.1,100,1 1,1, 100, 100 1, 0.1, 100, 100
PSNR 46.19 43.71 45.97 46.48 45.09
SSIM 0.9942 0.9910 0.9940 0.9944 0.9933
Ly 15.20 24.34 17.92 14.54 24.80
Accuracy 99.10% 99.71% 99.76% 99.03% 99.43%

discriminator fixed it during the training process. All deep-
learning based programs, including the compared algorithms
and the CNN for steganalysis, run on Geforce RTX 2080 Ti
GPU.

In (12), A\;, A, strengthen the stego image quality, \, empha-
sizes the undetectability, while the message recovery accuracy
is underlined by \,,. We first set them all to 1 to train the net-
work to embed 1 bpp payload. It was observed that the losses
could not converge. PSNR and SSIM were kept at 100 and 1
respectively, but the message extraction accuracy was main-
tained at around 50%. It indicated that the network completely
failed to extract the message, so we increased A, to 10. How-
ever, the problem of loss convergence failure still arose. When
Am was set to 100, the model converged successfully. We further
tried to raise )\, to 1000 but found a marked reduction in stego
image quality. Hence we fixed \; = 1, \,,, = 100 and proceeded
to adjust \,, A,. At that point, the orders of magnitude of \;L;,
Mo Lps AL, gLy wWere 10°, 10', 10°, 102 respectively. We
altered A, to 0.1 and A4 to 100 in turn, making the weighted item
reach the order of 10°. Table II gives the performance under five
combinations of the relative weights. The results have shown
that there exists a trade-off between stego image quality and
message recovery accuracy. Since £, measures image quality,
the reduction of )\, weakens the concealment, i.e. lower PSNR,
but leaves more traces that help to recover messages, i.e. higher
extracting accuracy. Similarly, the increase of A, brings about
higher image quality but lower extraction accuracy. To achieve
a good trade-off, we set \; = 1,\, =1, A, =100,\;, =1 in
subsequent experiments.

In traditional spatial image steganography, the change of
pixel value can only be +1, —1 or 0 when embedding a
payload. Our method is different from this kind of =1
embedding because the pixel value change is equal to the
residual outputted by the last convolution layer in the gen-
erator. The residual has positive and negative values repre-
senting different modification directions, but their absolute
values are all greater than 1. To see the effect of limiting
the residual to a certain range, we truncated the residual. As
shown in Table III, when the truncation factor is 1, the gen-
erator conducts £1 embedding. Similarly, we set it to 5, 10,
and the co means no truncation. It can be found that with
the truncation factor descending, the stego image quality is
markedly boosted but the extracting accuracy is compro-
mised. Again, we intended to achieve a proper trade-off and
took 10 as the factor. Using this configuration, the conver-
gence plots of PSNR and extraction accuracy of our model
when embedding 1 bpp payload are presented in Fig. 2. It
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TABLE III
PERFORMANCE WITH THE DIFFERENT TRUNCATION
FACTORS IN THE GENERATOR

Truncation Factor

Criteria
1 5 10 oo
PSNR 50.83 46.69 46.42 46.19
SSIM 0.9972 0.9945 0.9943 0.9942
Ly 10.10 14.22 14.82 15.20
Accuracy  91.39%  98.75%  99.07%  99.10%
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Fig. 2. The PSNR (left) and extraction accuracy (right) convergence plots of
our proposed network when embedding 1 bpp payload.

shows that the network performance improves rapidly in
earlier epochs and gradually converges in later ones.

C. Ablation Study of the Channel Attention Unit and
Discriminator

We introduce channel-wise attention in our networks to refine
the payload distribution dynamically. The discriminator in our
model is used for boosting the training of the generator to keep
its output gradually approximates the distribution of covers. To
investigate the effectiveness of channel attention modules and
the discriminator, we performed an ablation study by varying
the configuration in the proposed CHAT-GAN. Then we got two
variants as follows: (1) Variant #1: removing channel attention
modules but retaining the discriminator; (2) Variant #2: remov-
ing the discriminator but retaining channel attention modules.
We trained CHAT-GAN and its variants with 1 bpp and tested
their performance on image quality and extracting accuracy.
When Variant #2 was trained, the adversarial loss in (11) was
not included in the total loss in (12) due to the disuse of the
discriminator.

The results are shown in Table IV. The comparison between
CHAT-GAN and Variant #1 illustrates that channel attention
modules bring considerable improvement on all evaluation crite-
ria. These modules ensure more useful features are emphasized
and the meaningless ones are suppressed, producing stegos with
less noise. Due to the symmetric application of attention blocks
in the extractor, it is also beneficial for recovering messages
more precisely. After canceling the discriminator, slight perfor-
mance degradation occurs in Variant #2. This proves that the dis-
criminator can provide reliable feedback for the generator,
which forces it to enhance the imperceptibility of stego images.
The message extraction accuracy is also influenced by the dis-
criminator because the generator and the extractor are trained
synchronously.

TABLE IV
ABLATION STUDY TO COMPARE OUR PROPOSED
CHAT-GAN AND THE VARIANTS

Criteria CHAT-GAN Variant #1 Variant #2
PSNR 46.42 45.37 46.08
SSIM 0.9943 0.9924 0.9937

Ly 14.82 16.29 1491

Accuracy 99.07% 98.68% 98.79%

TABLE V

IMPACT OF DIFFERENT CHANNEL ATTENTION MODULES

Criteria ~ SENet [43] GSoP [55] ECA [56] CHAT-GAN
PSNR 46.13 46.27 46.22 46.42
SSIM 0.9939 0.9936 0.9942 0.9943

Ly 15.98 16.02 15.74 14.82

Accuracy 99.03% 99.00% 99.01% 99.07%

D. Impact of Different Designs of the Channel Attention Unit
and Discriminator

The channel attention unit and discriminator can be con-
structed using other architectures. We studied the design of
the structure of attention units, replaced ours with similar
work, and gave comparative results. We also provided the
best choice of discriminator by considering model perfor-
mance and complexity comprehensively.

1) Impact of Different Channel Attention Units: The
results of the ablation study manifest the advantage of the
attention mechanism. We further explored the state-of-the-art
attention modules available till now. The Squeeze-and-Excita-
tion (SE) block [43] simply applies average pooling in the
squeeze phase and uses fully-connected layers to excite atten-
tion. Gao et al. [55] introduced a global second-order pooling
strategy (GSoP) for more effective feature aggregation, which
is used for tensor scaling along channel dimension after non-
linear transformation. The efficient channel attention (ECA)
module proposed by Wang et al. [56] avoids dimensionality
reduction and captures cross-channel interaction in an efficient
way. It uses 1D convolution to convert the average-pooled
features into attention weights.

We replaced our attention module with SE, GSoP, and ECA
in turn. It was found that GSoP required the highest GPU mem-
ory and took the longest training time. The results are reported
in Table V. It can be observed that the proposed attention mod-
ule performs better than others. This may be because we use
both average and max pooling to aggregate global information
compared with SE and ECA. In this way, more activation state
information of the cover image is preserved, so more refined
weights are derived. The complexity of GSoP exceeds even
that of the generator and extractor due to the calculation of
higher-order statistics, which is the worst option.

2) Impact of Different Discriminators: Since the disc-
riminator needs to distinguish between covers and stegos, we
naturally thought of making a network for steganalysis play
this role. However, existing stego generating frameworks
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TABLE VI
IMPACT OF DIFFERENT ARCHITECTURES OF THE DISCRIMINATOR
Criteria ~ YeNet [23]  SRNet [26]  Critic [38] CHAT-GAN
#Param 109 K 4778 K 20 K 15K
GFLOPs 1.932 5.340 1.259 0.100
PSNR 46.13 46.32 46.25 46.42
SSIM 0.9942 0.9942 0.9943 0.9943
Ly 14.81 14.56 14.50 14.82
Accuracy 99.07% 99.08% 99.03% 99.07%
TABLE VII

PERFORMANCE OF THE PROPOSED CHAT-GAN WITH DIFFERENT PAYLOADS

Criteria Capacity
1 bpp 2 bpp 3 bpp 4 bpp 5 bpp
PSNR 46.42 43.17 41.84 38.92 36.93
SSIM 0.9943 0.9880 0.9832 0.9668 0.9458
Ly 14.82 27.16 47.72 232.74 441.66
Accuracy 99.07%  97.46%  96.18%  94.56%  92.36%
Effective Capacity ~ 0.9814 1.8984 2.7708 3.5648 4.2360
Code Rate 98.14%  94.92%  9236%  89.12%  84.72%

in [37]-[39] use normal convolutional neural networks to con-
front the generator. To investigate the efficacy of different dis-
criminators, we also substituted a modified YeNet [23],
SRNet [26] and Critic [38] for our discriminator. The compar-
ative results with different discriminators are given in
Table VI. As can be seen, they differ little in performance but
XuNet has the fewest parameters and floating point operations.
YeNet may have encountered the vanishing gradient problem
due to its great depth. SRNet addresses it through residual
learning. Unexpectedly, the Critic using a regular CNN is not
inferior. To sum up, XuNet matches the generator and the
extractor best in terms of both performance and computational
cost, that is why we designate it as the discriminator finally.

E. Practical Application

Although embedding capacity conflicts with other metrics,
a good steganographic system demands flexibility and avail-
ability at various payloads. We trained our models with higher
payloads by varying the data depth P from 1 to 5. Table VII
reveals that with the increase of the payload, all the indicators
get worse. This is because the growth in the amount of embed-
ded information will inevitably cast more noise on images,
thus decreasing their quality.

Fig. 3 shows some cover images in the test set and the corre-
sponding stego images with 5 bpp. It can be seen that even
when the payload grows to 5, our model can still yield visually
indistinguishable images. It leaves no artifacts even though the
images have monotonous colors or relatively few textures.
The difference between cover and stego images also demon-
strates that our network embeds information at complex tex-
tures or edge regions.

In previous experiments, each bit of the message was ran-
domly generated during training and testing. The models

(a) cover

(b) stego (5 bpp) (c) difference

Fig. 3. Covers (a) and stegos with 5 bpp payload (b) generated by the pro-
posed method. The per-pixel difference (c) is magnified 5 times for clearer
visualization. Brighter parts correspond to areas with complex textures or
edges in covers.

trained with less than 4 bpp payload have an extracting accu-
racy of more than 96%. However, in actual scenarios, secret
messages are usually encrypted before embedding into the
images, so it only makes sense to recover the message with
100% accuracy before decryption. The same challenge exists
in other GAN-based methods in which the stegos are gener-
ated directly by the network [37]-[39]. A primary reason is
that neural networks have always struggled to achieve 100%
accuracy. To address this issue, we can employ error correc-
tion codes.

By adding redundant information to the original message
before embedding, the coding scheme ensures it can be pre-
cisely recovered from the extracted one by the network. But
the additionally added redundancy will reduce the effective
capacity. We take Reed—Solomon codes [40] (referred to as
RS codes) as an example to illustrate its utility and effective
capacity. We denote a Reed-Soloman codec working in the
Galois Field of 2° as RS(n,k) with s-bit characters. This
means the encoder treats s bits as a character, initializes origi-
nal messages to a k-character block, and expands the block to
n characters. So there are n — k error-correcting characters in
the final block. RS can correct errors and erasures at the same
time, up to a limit of 2 X e + v < (n — k), where ¢ is the num-
ber of errors and v is the number of erasures. Steganography
usually assumes that the images will not suffer distortion such
as compression, noise, blur, and geometric attacks in the
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public channel. Hence the only source of distortion is the
extracting error of the neural network, whose error probability
is e = 1 — ext_acc (ext_acc refers to the extracting accuracy
of messages). We simulated our model as a binary symmetric
channel with no erasures, so the maximum number of allow-
able errors is % Given the error probability € and the total
capacity n = P, we let n x € < ”T’]‘ to meet the RS decoding
condition. Therefore, the maximum effective capacity is k =
(2 x ext_acc — 1) P bpp. Table VII also shows the maximum
effective capacity and code rate (k/n) if RS codes are used.
As can be seen from the results, these two criteria decrease as
the capacity grows, but the maximum effective embedding
capacity still exceeds 4 bpp.

We implemented a practical steganographic system by com-
bining our trained model and Reed-Soloman codes, which can
embed text information into images and extract it perfectly
correctly. The Reed-Soloman codec we used worked in GF(2%)
with 4 error-correcting characters. Suppose the secret message
is “Hello, world!”. At the sender’s end, the RS encoder was
placed in front of the trained generator model to append error-
correcting characters to the original message. Here the 4 error-
correcting characters are “\xc4f \ x18\xb7”. The entire block
containing original characters and error-correcting ones was
converted to a binary sequence, which was then replicated to
fill a map of the same size as the cover as the input of the gener-
ator. At the receiver’s end, we rounded the output of the extrac-
tor to get an extracted message map and converted the
duplicate binary fragments back into multiple byte arrays. The
RS decoder processed each byte array separately so that
numerous correct messages can be produced ultimately.

We provided an example to explain how the RS decoder
repairs a damaged message. Suppose one of the extracted byte
arrays is “Lello, world)\xc4f \ x18\xb7”, where there are two
error characters that need to be repaired. Since the RS codec
treats a message as a polynomial in the Galois Field, the error
correcting procedures involve polynomial computations that
follow rules of finite field arithmetic. The key step to locate
error characters is the calculation of the error locator polyno-
mial using the Berlekamp-Massey algorithm. The positions of
error characters are derived from the roots of this polynomial.
The critical step to correct the error is the computation of error
magnitude using the Forney algorithm. In this example, the
error magnitude is a 17-character byte array, where the Ist
and 13th positions are “\x04” and “\x08” and other values are
0. By subtracting the error magnitude from the input damaged
message, we can get the correct one.

F. Comparative Experiments

1) Comparisons With Stego Generating Frameworks: The
GAN-based methods most relevant to ours include HiD-
DeN [37], SteganoGAN [38], and ABDH [39]. HiDDeN
jointly trains encoder and decoder networks to encode infor-
mation into images and recover information from images.
Their model can be made robust by training against multiple
types of noises. SteganoGAN improves the structure of
encoder and decoder, enabling higher payloads to be hidden in
an image. ABDH consists of two discriminator networks, one

to distinguish between cover and stego images, and the other
to distinguish between original secret payloads and the
extracted ones. An attention model is introduced to facilitate
the generator to produce better stego images without perturba-
tions of the spotlights. Furthermore, it devises the inconsis-
tency loss to ensure that the payloads can not be extracted
from the cover images. We compared CHAT-GAN with these
approaches in this section. The models were all trained and
tested on the same image set like ours.

It is noticed that the HiDDeN model can not be directly
trained on 256 x 256 images to match our embedding capac-
ity. For example, to train a model with 1 bpp, we need to sam-
ple a message vector of 65,536 bits and replicate it spatially
65,536 times to concatenate with the image activation volume.
To reduce the memory overhead and computational cost, we
trained HiDDeN on 16 x 16 cropped images to encode L-bit
chunk of the message, which followed the setup in its paper.
We varied L = 256, 512, 768 to match the capacity of 1 bpp,
2 bpp, 3 bpp. The tests were still conducted on 256 x 256
images, where encoding and decoding were performed on
each 16 x 16 patch. The framework of ABDH is mainly
designed for digital watermarking to hide another image in an
image. To make it available for steganography, we replaced
the secret image with random bits. Although the authors used
the training data mixed with noisy samples to enhance the
robustness of the watermark, we used noise-free images to
train their network since steganography assumes that images
are protected from attack.

To evaluate steganographic security, traditional and deep
learning-based detectors were both taken into consideration. For
traditional detection schemes, we created 2,000 pairs of covers
and stegos from COCO and extracted features through
SCRMQI [50]. Then half of the pairs were used for training an
ensemble classifier [51] and the other half formed the test set.
The tests were run ten times. In terms of CNN-based steganaly-
sis, we trained WISERNet [52] with 5,000 pairs of covers and
stegos. Ten trained models were tested on 1,000 pairs in each
experiment. The average detection error for ten test runs by the
ensemble classifier (denoted as Detection Error #1) and WISER-
Net (denoted as Detection Error #2) was reported to assess secu-
rity performance. From a practical point of view, the maximum
effective capacity when using Reed-Soloman codes was also
compared. Traditional metrics to evaluate the quality of synthe-
sized images, such as PSNR which is based on per-pixel mean
square error, do not assess joint statistics of the results [57], [58].
Thus, we selected the Inception Score (abbreviated as IS) [59] as
an evaluation metric, which uses an Inception v3 Network pre-
trained on ImageNet to calculate a statistic of the generated
images concerning quality and diversity.

The performance comparisons between CHAT-GAN and
other GAN-based steganographic algorithms [37]-[39] with
various payloads on COCO dataset are shown in Table VIIIL.
Compared with HiDDeN, at 1 bpp, the performance enhance-
ment of CHAT-GAN mainly focuses on message extraction
accuracy and effective capacity. In particular, the effective
capacity of our model is almost 6 times that of HiDDeN. This is
mainly because its decoder ends up using a fully-connected
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COMPARISONS BETWEEN CHAT-GAN AND OTHER GAN-BASED STEGANOGRAPHIC ALGORITHMS WITH VARIOUS PAYLOADS ON COCO DATASET

TABLE VIII

Capacity Method PSNR  SSIM £,  Accuracy  hective Detection Detection IS
Capacity Error #1 Error #2
HiDDeN [37] 4207 09876 58591  5828%  0.1656  0.0003£0.0005  0.0002+0.0003 21.68
Lppp  SICEmnoGAN [38] 4252 09894 26850  9775% 09550  0.0005-0.0003  0.0008+00006 2191
ABDH [39] 4321 09872 16276  97.50% 09500  0.0006:0.0005  0.0005+0.0010 21.78
CHAT-GAN 4642 09943 1482 99.07% 09814  0.0027+0.0008  0.0024+0.0039 21.82
HiDDeN' [37] 4836 09972 17092 |50.00%| [0.0000] 0.0108£0.0015 0.0205+£0.0118 21.85
2bpp  SCEanoGAN [38] 3068 09801 53834 9646% 18584  0.0002:00003  0.0004:+0.0002 2179
ABDH [39] 4062 09762 217.12  9573%  1.8292  0.0003£0.0006  0.000420.0003 21.79
CHAT-GAN 4317 09880 2716 9746%  1.8984  0.0025+0.0003  0.001240.0015 21.81
HiDDeN' [37] 4487 09947 31080 | 50.00%| [0.0000] 0.0034£0.0019  0.0105£0.0046 21.70
sppp  SCEn0GAN [38] 3645 09650 259268  O135% 24810  0.0000£00000 0000000000 2131
ABDH [39] 3795 09566 64831  94.89%  2.6934  0.0000£0.0000  0.000040.0000 21.75
CHAT-GAN 4184 09832 4772 96.18% 27708  0.0015£0.0003  0.001040.0003  21.85
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fFor the embedding capacity 2 bpp and 3 bpp, HiDDeN has 50% message extracting accuracy and 0 effective capacity, and thus it cannot work normally.

(b) HiDDeN

(a) cover (c) SteganoGAN (d) ABDH

(e) CHAT-GAN

(g) SteganoGAN (h) ABDH (i) CHAT-GAN

(f) HiDDeN

Fig. 4. Cover and corresponding stego images with 1 bpp payload generated by our method and other steganographic models based on GAN. (a) covers. (b-e)
stegos generated by HiDDeN [37], SteganoGAN [38], ABDH [39], and our CHAT-GAN. (f-i) the per-pixel difference between covers and stegos generated by
HiDDeN [37], SteganoGAN [38], ABDH [39], and our CHAT-GAN (magnified 5 times).

layer to predict a high-dimensional message vector whereas
CHAT-GAN uses convolutional layers. At higher payloads, we
observed that HiDDeN failed to converge on message distor-
tion loss. Its extraction error rate is around 50%, which is equiv-
alent to random guessing. Since the error rate exceeds the upper
limit for tolerable errors of error-correcting codes, the effective
capacity is unexpectedly 0. This does not satisfy the fundamen-
tal requirement of steganography, thus HiDDeN cannot work
normally at 2 bpp and 3 bpp. The proposed CHAT-GAN out-
performs SteganoGAN and ABDH. SteganoGAN and ABDH
just use regular CNN as the discriminator and fail to optimize
their networks from the perspective of human eye perception.
They do not take account of the proper payload distribution in
feature maps. In contrast, our improvement on undetectability
derives from the XuNet-based discriminator. The optimization
through a pre-trained VGG in our method helps to decrease the
perceptual loss. The proposed channel-wise attention strategy
ensures that the payload is concentrated mainly in more useful
channel-wise features, which improves the image quality and
message recovery accuracy. From Fig. 4, we can see that stego
images generated by our model have the most subtle difference
from covers, which intuitively explains the stronger impercept-
ibility of CHAT-GAN.

It can be noticed that the IS is close for all models. We mea-
sured the IS of covers and contrasted it with that of stegos to
determine whether or not the generated images were realistic
enough. According to our measurement, the IS of covers was
21.85. The value is approximate to that of stegos in all algo-
rithms, so the qualities of these generated images are all
acceptable.

2) Comparisons With Distortion Minimization Frame-
works: The excellent security of the framework combining
distortion function design and STC encoding [8] that mini-
mizes total distortion has been widely proven in classic adap-
tive steganography. We also compared the proposed method
with three typical distortion definition algorithms for gray-
scale images, HILL [12], MiPOD [13], and UT-6HF-
GAN [34] to embed 1 bpp on COCO dataset. We integrated
ACMP [20] into HILL and MiPOD to distribute payloads in
color images. For UT-6HF-GAN, we split the 20,000 color
images used to train our network into 60,000 gray-scale
images as its training set, and allocated payloads evenly across
the three channels of color images in the test set to assess the
trained model. All embedding algorithms are implemented by
the STC simulator with random embedding keys. In previous
experiments, to evaluate the security of a certain model M,
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TABLE IX
COMPARISONS BETWEEN CHAT-GAN AND TRADITIONAL DISTORTION MINIMIZATION FRAMEWORKS ON COCO DATASET
Criteria HILL-ACMP [12] MiPOD-ACMP [13] UT-6HPF-GAN [34] CHAT-GAN
Scenario 1 Scenario 2

PSNR 58.76 59.17 59.55 46.42 46.42

Image Quality SSIM 0.9998 0.9998 0.9998 0.9943 0.9943

Ly 8.73 8.07 8.58 14.82 14.82
. . Detection Error #1 0.286940.0025 0.274340.0042 0.217240.0056 0.05754+0.0154  0.42154+0.0314

Steganographic Security .

Detection Error #2 0.190840.0291 0.180040.0315 0.166840.0198 0.072740.0076  0.492440.0041

we first trained steganalytic classifiers on sufficient pairs of
covers and stegos generated by M, and then used the classi-
fiers to detect cover-stego pairs still produced by M. The key
point here is that we made the assumption that the steganalyst
had access to the exact model M so the data sets for training
and testing steganalyzers were all generated by it. In this case,
the detector can easily overfit the embedding model and tend
to show a relatively low error rate on the test set. In fact, the
parameters of the exact model M should be kept as a private
key by steganographers, and the previous experiments can be
regarded as a simulation of the situation where the private key
is exposed.

Traditional methods [12], [13], [34] always use random
keys to create stegos for training the detector, which presumes
that the private key cannot be obtained by a steganalyst. For
fair comparisons, we considered the case where the steg-
anographer’s model was inaccessible to the steganalyst. To
simulate the steganalyst, we trained a new model M’ to create
stegos for training classifiers and tested the classifiers on data-
sets produced by the previous model M. Specifically, there
are two scenarios considered: (1) Scenario 1: The seed for ran-
domly initializing the model is unknown. M’ was initialized
by a different seed. (2) Scenario 2: Some hyperparameters are
unknown. Here we trained M’ using a different truncation fac-
tor. It is undeniable that these two scenarios are indeed possi-
ble according to Kerckhoffs’s principle.

Table IX shows the comparative results with traditional steg-
anographic schemes HILL-ACMP [12], MiPOD-ACMP [13],
and UT-6HPF-GAN [34] for embedding 1 bpp payload on
COCO dataset. Although CHAT-GAN is inferior in image qual-
ity (such as PSNR, SSIM, £,), it could acquire stronger stegano-
graphic security when the hyperparameters are kept secret.
Traditional algorithms achieve better image quality owning to
their distortion minimization frameworks and +1 embedding
strategy. We use a network to generate stego images directly
and a CNN model is trained to learn the difference between
cover images and stego images. However, the stego images cre-
ated by CHAT-GAN are visually indistinguishable. Note that
the steganographic security is more significant in the research of
steganography. CHAT-GAN is more flexible because various
factors can be decided as secret keys by steganographers. In Sce-
nario 2, a hyperparameter is selected as the secret key. Different
hyperparameters will cause obvious changes in embedding pat-
terns, forcing the detector to make more misjudgments. The
results given in Table IX have shown that CHAT-GAN has
stronger undetectability than HILL-ACMP [12], MiPOD-

ACMP [13], and UT-6HPF-GAN [34]. We can further get the
enlightenment that steganographers must keep model weights
secret in practical applications, and better security can be
obtained by keeping hyperparameters secret.

G. Generalization to the Different Data Set

We considered a situation where a steganographer trained
models on a source of images but used images from a different
source as covers in practice. To illustrate the generalization of
CHAT-GAN to new data, we also evaluated it on 1,000 images
from the standard color BOSSBase image set [60]. We first
applied Photoshop CS6 for demosaicking the raw images in
BOSSBase, and then resampled the obtained images to true
color images with the size of 256 x 256 using a bilinear kernel.

The generalization performance on the BOSSBase is also
evaluated for HiDDeN, SteganoGAN, and ABDH. At this
stage, we directly used the previously trained steganalyzers
when detecting each model with a given embedding rate. The
results in Table X compares CHAT-GAN with [37]-[39] for
embedding various payloads on BOSSBase. The table demon-
strates that these approaches all generalize well to other image
sets on the whole, which may be the common advantage of this
category of steganographic methods. By contrast, the perfor-
mance of CHAT-GAN is better than that of SteganoGAN and
ABDH. For the embedding capacity 1 bpp, CHAT-GAN out-
performs HiDDeN. With the increase of the embedding capac-
ity, HiDDeN still suffers from high extraction error rates,
which would be unuseful for steganography. The IS of cover
images we measured was 10.32. It is close to all the stego
images whatever the algorithm and capacity are, which again
verifies the acceptability of the visual quality of these images.

It is worth noting that the detection errors of these methods
on BOSSBase have increased compared with their detection
errors on COCO. This is because we did not train steganalyz-
ers on the pairs of covers and stegos from BOSSBase. This
simulation is closer to real communication environments
where the steganalyst can no longer train the detector on the
image set used by the steganographers.

H. Discussions

1) Performance on Different Message Distributions: We
trained our models on random messages whose bits obey an
independent and identical Bernoulli distribution with p =
0.5, where p represents the probability that the bit value is
1. To investigate the generalization of the model for other
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TABLE X

COMPARISONS BETWEEN CHAT-GAN AND OTHER GAN-BASED STEGANOGRAPHIC ALGORITHMS WITH VARIOUS PAYLOADS ON BOSSBASE

Capacity Method PSNR  SSIM £,  Accuracy  hective Detection Detection IS

Capacity Error #1 Error #2

HiDDeN [37] 42.89  0.9808 514.15 58.24% 0.1648 0.0617+0.0050  0.0255+0.0025  10.30
1b SteganoGAN [38]  43.08  0.9825 225.23 98.81% 0.9762 0.0376+0.0132  0.0489+0.0099  10.35
PP ABDH [39] 4398  0.9829 174.77 97.77% 0.9554 0.0417+0.0510  0.0167+0.0087  10.32
CHAT-GAN 47.27  0.9920 17.20 99.36% 0.9872 0.0890+0.0365  0.0787+0.0452  10.33
HiDDeNT [37] 4947  0.9956 168.80 50.00% 0.0000 0.1785+0.0141  0.1865+0.0631  10.31
2 bpp SteganoGAN [38]  40.07 0.9678 399.48 96.98% 1.4792 0.0412+0.0098  0.0375+0.0198  10.36
ABDH [39] 40.78  0.9633 250.96 95.91% 1.8364 0.0247+0.0314  0.0100+0.0078  10.30
CHAT-GAN 43.56  0.9817 29.71 98.13% 1.9252 0.0511£0.0204  0.0455+£0.0332  10.31
HiDDeNT [37] 4583  0.9925 278.99 49.99% 0.0000 0.1490+0.0115  0.1049+0.0334  10.35
3 bpp SteganoGAN [38]  37.98 09536  1587.43 93.14% 2.5884 0.0194+0.0086  0.0261+0.0022  10.24
ABDH [39] 38.49  0.9394 772.64 94.68% 2.6808 0.0137+0.0149  0.0020+0.0006  10.30
CHAT-GAN 4222 0.9745 49.85 97.18% 2.8308 0.0323+0.0202  0.0266+0.0174  10.31
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fFor the embedding capacity 2 bpp and 3 bpp, HiDDeN has 50% message extracting accuracy and 0 effective capacity, and thus it cannot work normally.

TABLE XI
PERFORMANCE OF CHAT-GAN ON DIFFERENT MESSAGE DISTRIBUTIONS

TABLE XII
COMPARISONS OF COMPUTATIONAL COMPLEXITY BETWEEN CHAT-GAN
AND OTHER GAN-BASED STEGANOGRAPHIC ALGORITHMS

Criteria =000 p=025 p=0.75 p=1.00 Non-IID
Criteria HiDDeN [37]  SteganoGAN [38] ABDH [39] CHAT-GAN
PSNR 48.58 46.03 4647 48.97 46.43 FLOPs (x10%) 172.64 15.83 6047.91 15.89
SSIM 0.9963 0.9937 0.9943 0.9965 0.9943 #Param (x 103) 737.80 61.66 24944.86 62.43
Ly 12.39 16.37 15.29 11.11 14.81
Accuracy 41.32% 96.43% 96.55% 60.19% 99.07%

message distributions, we changed the probability p in mes-
sages for testing. An example of non-IID was also tried,
where each bit obeyed a Bernoulli distribution with a differ-
ent probability. As illustrated in Table XI, when p
approaches 0 and 1, the image quality increases but the
message extraction accuracy reduces. The best performance
is observed for messages with non-IID. This is because the
message pattern with the distribution of p closer to 0.5 or the
non-IID is similar to that in training. Since the performance
attenuates when p deviates from 0.5 to both sides, training on
the Bernoulli distribution with p = 0.5 is the best choice. The
binary sequence transformed from actual text information also
approximately follows this distribution.

2) Efficiency of the Proposed Method: We compare the
proposed CHAT-GAN with the networks in [37]-[39] on
computational efficiency by calculating the numbers of float-
ing point operations (FLOPs) and parameters (#Param). These
two metrics are influenced by the input image size and capac-
ity. For fair comparisons, CHAT-GAN and other CNN-based
steganographic algorithms [37]-[39] are all used to embed 1
bpp payload into a 16 x 16 image for calculating the metrics.
Note that we ignore the discriminators in each method and
focus only on the complexity of the generator and extractor.
For a convolutional layer, suppose the kernel size is k,, X kp,
the numbers of input channels and output channels are Cj,
and C,y, the size of the output feature map is f, X fj,. Then
the FLOPs (including the computation of multiplication, addi-
tion, and bias) is 2 X (ky, X kp X Ci,) X fio X frn X Coy and

the #Param (including weights and bias) is Cyyp X (ki X kj, X
Cin + 1). For a fully-connected layer, suppose the numbers of
input features and output features are f;,, and f,,, then the
FLOPs is 2 X f;,, X fou and the #Param is fo,¢ % (fin + 1).

According to the above calculation rule, we obtained the
FLOPs and #Param of CHAT-GAN and other CNN-based
embedding methods. The results in Table XII show that our
model has relatively low computational complexity and stor-
age overhead. The channel attention module in CHAT-GAN
contains two fully-connected layers with 8480 FLOPs and 128
parameters. Both generator and extractor in CHAT-GAN have
four convolutional layers and three channel attention modules.
The FLOPs of the convolutional layers in the generator are
253952, 2465792, 4825088, 671232, and the #Param are 960,
9600, 18816, 2622. The FLOPs of the convolutional layers in
the extractor are 253952, 2392064, 4751360, 221440, and the
#Param are 960, 9312, 18528, 865. Hence, the total FLOPs of
CHAT-GAN is 15.89 M and #Param is 62.43 K. HiDDeN enc-
odes the message with 6 convolutional layers and decodes it
with 8 convolutional layers and one fully-connected layer,
which brings expensive computational cost. SteganoGAN has
8 convolutional layers totally. Despite its low cost, it is infe-
rior in steganography performance, as shown in Table VIII
and Table X. The primary cause for the high complexity of
ABDH is the spatial attention module. It is the feature extrac-
tor backbone of ResNet50 [61], which has 6.02 billion FLOPs
and 23.51 million parameters. By contrast, the channel atten-
tion module in CHAT-GAN is extremely lightweight.

For traditional algorithms [12], [13], [34], we compared the
average embedding time of each image on the test set. HILL-
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ACMP [12] and MiPOD-ACMP [13] run on CPU and the aver-
age embedding time is 0.7815 s and 2.6706 s per image. UT-
6HPF-GAN [34] and our network run on GPU and it averagely
takes 0.0136 s and 0.0064 s for each method to generate a stego
image. Thus, the proposed algorithm always runs faster.

IV. CONCLUSION

In this paper, we present a novel GAN-based end-to-end net-
work architecture for image steganography with channel atten-
tion taken into consideration. Inside the model, the generator
hides the secret information within covers and generates stegos
while the extractor recovers messages from stego images. We
design a channel attention module to take full advantage of chan-
nel relationships. It can be easily incorporated into the networks
to better modify the channel features. In terms of the design of
the discriminator, we borrow an advanced CNN for steganalysis
and adjust the channel and the number of high-pass filters in its
pre-processing layer to detect color images. We find that the
model complexity and performance of the discriminator will
affect the power of the generator to some extent. When putting
the trained model into practice, we can employ an error-correct-
ing algorithm to guarantee the perfect recovery of secret infor-
mation. In the circumstance of using a kind of common error
correction code, we offer analysis on the calculation of effective
capacity. Experiments show that our model outperforms existing
GAN-based methods for generating stegos. The steganographic
security is preferable to traditional algorithms when the model
hyperparameters are unknown to the steganalyst. We also verify
the generalization of our model to another image set, on which
CHAT-GAN is still superior to other models.

In future work, we hope to continue to explore the property
of the methods of generating stego images directly using
GAN. With the utilization of deep learning in the study of
error correction algorithms, further research for joint training
of the error-correcting neural network and the steganographic
embedding network is worth considering.
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