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Abstract—With the rapid development of generative models,
the visual quality of generated images has become almost
indistinguishable from real images, which poses a huge challenge
to content authenticity verification. A key limitation of existing
detectors is their reliance on model-specific cues, resulting in
poor generalization to unseen models. Based on the observation
of local differences in the generated images, we found that the
generated images lack device-specific sensor noise and unnatural
pixel intensity variations caused by the oversimplified gener-
ation process. These discrepancies provide important forensic
cues for distinguishing between real and generated images. We
propose the Feature Aggregation for Localized Context and Noise
Network (FALCON-Net), which leverages these discrepancies
to enhance detection capabilities. FALCON-Net integrates two
complementary modules to enhance detection capabilities: the
Intrinsic Noise Pattern Isolation (INP) module isolates device-
specific noise patterns by analyzing high-frequency features in
the frequency domain, while the Local Variation Pattern (LVP)
module models the complex relationships between local pixels
to capture directional intensity variations and reveal unnatural
regularities in generated images. By combining these sensor-level
and local structural cues, FALCON-Net identifies fundamental
generative inconsistencies, ensuring robustness to post-processing
and strong generalization to unseen models. Extensive experimen-
tal results show that FALCON-Net achieves the state-of-the-art
performance in detecting generated images and shows good
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generalization ability to unseen generative models. The code is
available at https://github.com/humiaomiaohaha/FALCON-Net

Index Terms—Al-generated image detection, intrinsic noise
pattern isolation, local variation patterns.

I. INTRODUCTION

ITH the rapid development of generative models, such

as Midjourney [1] and DALL-E3 [2], Al-generated
images have achieved a visual quality that closely resembles
real images, posing significant challenges to news communi-
cation and judicial authentication. This highlights the urgent
need for automated detection methods that can accurately
identify synthetic images and maintain the authenticity of
visual content.

In recent years, deep learning-based methods have demon-
strated powerful feature extraction capabilities for detecting
synthetic images [3], [4], [5] and have achieved excel-
lent detection performance on multiple generative models.
These methods typically utilize convolutional neural networks
(CNNs) to deeply mine global or local features of images,
effectively capturing forgery traces in generated images. How-
ever, a major issue with existing deepfake detection models is
their limited generalization across different data distributions,
making them incapable of adapting to generative techniques
not seen in the training. To address this issue, some stud-
ies have attempted to introduce large-model-based methods
[6], [7], [8], [9], leveraging large-scale pre-trained models
to improve cross-model generalization and adaptability to a
variety of generative techniques. Nevertheless, these methods
typically rely on pre-trained models from large datasets, which
presents several limitations. Pre-trained large models require
significant computational resources and storage space, espe-
cially during training and inference, making them difficult to
deploy in resource-constrained environments. Furthermore, the
performance of large models relies heavily on the large, high-
quality datasets required for pre-training, which are expensive
to acquire and may have skewed distributions, directly impact-
ing the model’s detection performance. Therefore, how to
improve detection performance while reducing dependence on
computing resources and data size remains a core challenge
in current research.

To address these limitations, we propose the Feature
Aggregation for Localized Context and Noise Network
(FALCON-Net), which is inspired by the inherent limitations
of current generative models, That is, generative models often
lead to random high-frequency artifacts and lack of natural
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randomness in pixel intensity variations during the generation
process, which are the key differences between generated and
real images. Real images usually show natural device finger-
print information and natural randomness in pixel distribution,
while generated images usually show uniformity, oversim-
plified details, and artifacts introduced during the generation
process.

Importantly, the above discrepancies are not tied to a
specific generator’s visible artifacts, but stem from two broader
and more model-agnostic factors: (i) real images are produced
by physical acquisition pipelines, leaving coherent acquisition-
related traces, whereas synthetic images typically bypass such
pipelines; and (ii) many generators share low-level synthesis
inductive biases, which tend to produce locally more regular
and less complex neighborhood intensity relationships than
those formed by real imaging processes. These factors provide
principled reasons for better transferability across unseen
generative models.

Based on the above phenomenon, FALCON-Net introduces
two complementary modules: the Intrinsic Noise Pattern Isola-
tion (INP) module extracts high-frequency noise features in the
frequency domain. The Local Variation Pattern (LVP) module
models directional pixel intensity relationships. These two
modules comprehensively capture the differences between real
and generated images, laying a solid foundation for detection.

Specifically, INP focuses on acquisition-level residual evi-
dence by suppressing content-dominated components and
isolating high-frequency patterns that are indicative of sensor
traces. Since this cue is formulated as an acquisition-
consistency signal, rather than matching a generator-dependent
fake noise signature, it is expected to generalize across
different synthesis pipelines. In parallel, LVP character-
izes dependency statistics via directional intensity-relation
encoding. Rather than assuming a new generator reproduces
identical local artifacts, LVP targets a distributional gap in
neighborhood-relation complexity that can arise from shared
synthesis mechanisms, making it more transferable across
architectures and generation paradigms.

FALCON-Net further integrates a lightweight classifier to
combine the features extracted by the INP and LVP modules.
This classifier, built upon a pruned ResNet architecture, effi-
ciently processes both global sensor-level and local pixel-level
features, enabling accurate differentiation between real and
generated images. Unlike existing methods that usually rely
heavily on specific generated features, FALCON-Net focuses
on these generalized properties, allowing it to effectively
generalize to a variety of generative models, including unseen
architectures and data distributions. The main contributions are
as follows,

Based on the above phenomenon, FALCON-Net introduces
two complementary modules: the Intrinsic Noise Pattern Isola-
tion (INP) module extracts high-frequency noise features in the
frequency domain. The Local Variation Pattern (LVP) module
models directional pixel intensity relationships. These two
modules comprehensively capture the differences between real
and generated images, laying a solid foundation for detection.
FALCON-Net further integrates a lightweight classifier to
combine the features extracted by the INP and LVP modules.
This classifier, built upon a pruned ResNet architecture, effi-
ciently processes both global sensor-level and local pixel-level
features, enabling accurate differentiation between real and
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generated images. Unlike existing methods that usually rely
heavily on specific generated features, FALCON-Net focuses
on these generalized properties, allowing it to effectively
generalize to a variety of generative models, including unseen
architectures and data distributions. The main contributions are
as follows,

e We introduce sensor fingerprint information and pixel
encoding patterns into Al-generated image detection,
offering a novel perspective for cross-generator detection.
By analyzing generative models’ limitations during image
generation, we model critical artifacts like sensor noise
and unnatural pixel variations to find the most discrimina-
tive information, which are not determined by any specific
single generator, significantly enhances the generalization
capability of the FALCON-Net.

e We propose two complementary modules, the Intrinsic
Noise Pattern Isolation (INP) and the Local Varia-
tion Pattern (LVP), to extract discriminative features
from different perspectives. The INP module extracts
high-frequency noise features through frequency domain
analysis, effectively modeling the subtle distortions intro-
duced by sensors in real images and capturing anomalies
in the high-frequency regions of generated images. Mean-
while, the LVP module models the intensity relationships
between local pixels via directional encoding, revealing
the lack of natural complexity in the local patterns of
generated images. This modular design allows FALCON-
Net to synergistically analyze discrepancies at both the
sensor and pixel-distribution levels, creating a richer
source of forensic evidence by combining these distinct
features.

e We conduct extensive experiments to verify the effec-
tiveness of FALCON-Net, which not only demonstrates
superior generalization ability across unseen generative
models, including various GANs and diffusion models,
but also exhibits strong robustness against common post-
processing attacks. These results collectively highlight
how FALCON-Net elegantly resolves the long-standing
trade-off in the field between generalization, efficiency,
and robustness.

II. RELATED WORK
A. Local Feature-Based Detection

Unlike approaches that rely on global semantics or
generator-specific fingerprints, many studies focus on uncov-
ering forgery traces in local regions of images [10], [11], [12],
[13], [14], [15], [16]. The core idea of these methods is that,
while generated images may appear realistic at a macro level,
they often reveal fundamental differences from real images
in terms of pixel statistics, texture structures, or physical and
physiological consistencies at a micro level. Some research
emphasizes using local textures and regional relationships as
key cues. Foundational work in image synthesis, such as
Gatys et al. [10], [11], introduced the computation of local
response correlations between feature maps in convolutional
neural networks. Which effectively model and reconstruct the
textures and styles of images, providing a theoretical basis for
texture-based forgery detection. Building on this foundation,
Chen et al. [12] divided the feature map of a single face into
multiple local patches and calculated the similarity between
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them to construct forgery patterns for differentiation. Hsu et al.
[13] introduced a pairwise learning-based detection method,
leveraging a Siamese network structure and contrastive loss to
distinguish real and fake content from localized image regions.

Another category of methods focuses on identifying internal
inconsistencies within a single face at a physical or physio-
logical level. These methods often exploit specific biological
traits or physical principles. For example, Jung et al. [14]
proposed an algorithm, which detects forgeries by analyzing
local physiological patterns such as the frequency, duration,
and periodicity of eye blinking in videos, as forged videos
often fail to replicate natural and subconscious blinking behav-
iors. Similarly, Hu et al. [15] utilized the physical principle
of corneal specular highlights, extracting and comparing the
reflective regions in both eyes of the same face. This method
identified discrepancies in the consistency of these reflections
as evidence of forgery. Yang et al. [16] exposed forgeries
through inconsistent head poses. By separately estimating 3D
head poses using all facial landmarks and only central facial
features, the method detected forgeries if the two pose esti-
mations exhibit significant differences. Despite their success
with localized features, their applicability is often constrained
to a narrow scope, primarily targeting manipulated human
faces. Consequently, their effectiveness may be limited when
applied to the heterogeneous nature of modern Al-generated
content, which encompasses a vast range of objects and
scenes. In contrast, the proposed FALCON-Net leverages its
intrinsic noise pattern (INP) module and local variation pattern
(LVP) module to model two complementary and foundational
dimensions: sensor noise fingerprints and localized pixel vari-
ation patterns. This design not only captures the missing
natural randomness and complex local patterns in generated
images with greater precision but also enhances generaliza-
tion and robustness against unknown generative models and
various post-processing operations through adaptive feature
representations.

B. Deep Learning-Based Detection

Deep learning-based methods have become mainstream for
detecting Al-generated images due to their powerful feature
extraction capabilities. Marra et al. [17] leveraged image
content and contextual information to improve detection on
social networks. Wang et al. [18] utilized adversarial training
and feature matching to enhance detection accuracy. To tackle
cross-domain challenges, Tan et al. [19] learned gradient
information to capture subtle structural differences, boosting
generalization across generators. Zhang et al. [20] introduced
unsupervised domain adaptation to adapt models to unseen
data. Lim et al. [21] designed a lightweight diffusion synthesis
detector to reduce computational demands, and Zhao et al. [22]
proposed a model for robust fake video face detection. Deep
learning methods have demonstrated remarkable performance
in forgery detection. However, their robustness remains a
significant challenge. Many models are highly sensitive to
variations introduced by unseen generative techniques and
common post-processing operations, such as image compres-
sion, blurring, and cropping. These vulnerabilities stem from
their reliance on specific training data distributions and their
tendency to overfit to particular forgery artifacts. Conse-
quently, enhancing robustness to such manipulations remains
a key focus in current research. Different from the above
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approaches, our FALCON-Net focuses on improving gener-
alization to unseen manipulations by refining local feature
extraction and highlighting discrepancies between generated
and real images, achieving strong robustness and adaptability
even against unknown generative techniques.

C. Large-Language-Model-Based Detection

In recent years, the powerful feature expression ability of
pre-trained vision-language models (VLMs) has provided a
new solution for Al-generated image detection. Liu et al. [6]
introduced a low-rank adapter (LoRA) to capture global and
specific artifact features in the CLIP model while retaining pre-
training knowledge to improve generalization performance.
Xu et al. [7] further combined LoRA with contrastive learn-
ing to achieve stronger generalization capabilities under very
few sample conditions. Beyond parameter-efficient fine-tuning,
Zhuang et al. [23] proposed a prompt tuning strategy (Anti-
FakePrompt) to optimize textual prompts for maximizing the
feature discrepancy between real and fake images, rather
than modifying the model weights. From the perspective of
semantic consistency, Sha et al. [24] leveraged Multimodal
Large Language Models (MLLMSs) to caption input images
and calculate the semantic mismatch between the image and
text as a forensic cue. More recently, some studies have
further explored large multimodal models for explainable
detection and localization: Xu et al. [25] proposed FakeShield,
a multi-modal framework that performs authenticity predic-
tion, generates tampered-region masks, and provides textual
judgment rationales; Huang et al. [26] introduced SIDA, which
targets social-media scenarios and jointly supports detection,
localization, and explanation with large multimodal mod-
els; Zhou et al. [27] developed AIGI-Holmes, which adapts
MLLMs for explainable and generalizable Al-generated image
detection via explanation-rich datasets and a staged training
pipeline. However, this type of method still has certain limi-
tations when samples are extremely scarce.

To this end, some researchers have explored detection strate-
gies that directly use the CLIP feature space. For example,
Cozzolino et al. [8] achieved excellent generalization and
robustness on unseen generators by training a linear SVM
classifier with only a small number of paired real or fake
samples from a single generator. Ojha et al. [28] used nearest
neighbors and linear classifiers to detect images generated
by diffusion models and autoregressive models; in addition,
they have shown that the CLIP feature is robust to operations
such as compression and cropping. Furthermore, detection
methods based on generative priors have also gained attention.
Wang et al. [29] utilized the reconstruction error from pre-
trained large diffusion models (DIRE) to identify generated
content, based on the hypothesis that generated images are
easier to reconstruct by the source model than real images.

Despite the remarkable performance achieved by large mod-
els, their practical applicability is often constrained by several
inherent limitations. These models typically rely on pre-trained
models that demand extensive computational resources, large-
scale high-quality datasets, and lengthy training and testing
durations. Such requirements not only significantly increase
their complexity and operational costs but also make them
difficult to deploy in resource-constrained environments or
real-time scenarios. In contrast, the proposed FALCON-Net
offers a relatively lightweight and efficient solution.
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Fig. 1.

Overview of the proposed FALCON-Net framework. The framework consists of three main components, which work collaboratively to detect

Al-generated images, (1) The Inherent Noise Pattern (INP) module, which extracts high-frequency noise features in the frequency domain to emphasize the
absence of device-specific sensor fingerprints in generated images. (2) The Local Variation Pattern (LVP) module, capturing unnatural regularities in pixel
intensity distribution through directional encoding, thereby revealing the synthetic images’ lack of natural complexity. (3) A lightweight classifier, constructed
based on a pruned ResNet architecture. It integrates the features extracted by the INP and LVP modules and effectively classifies images as real or generated.

III. PROPOSED METHOD

A. Overview

As shown in Fig. 1, this paper proposes the Feature
Aggregation for Localized Context and Noise Network
(FALCON-Net), which is composed of the Intrinsic Noise
Pattern Isolation (INP) module, the Local Variation Pattern
(LVP) module, and a classifier. While many existing methods
have shown promise, they often rely on specific, high-level
forgery cues that can be brittle and lack generalization. For
example, detectors based on physiological patterns, such as
eye-blinking, are effective in specific scenarios like detecting
forged human faces, but can fail when subjected to com-
mon post-processing and are inherently inapplicable to the
diverse range of modern Al-generated content, which extends
beyond faces to include varied objects and scenes. A heavily
compressed video of a real person might exhibit degraded
blinking features that become statistically indistinguishable
from the artificial patterns in an uncompressed fake video,
causing the detector to fail [30]. Similarly, other methods
focusing on specific texture artifacts or frequency anomalies
can be compromised by simple post-processing operations like
blurring or noise addition. These approaches often target the
byproducts of a specific generation process rather than the
fundamental inconsistencies inherent to all synthetic media.
To address these vulnerabilities, FALCON-Net is designed
to capture more foundational and robust forensic traces that
persist even after post-processing.

Inspired by the fact that real images retain subtle device
fingerprints due to the non-uniformity in sensor manufactur-
ing processes, we propose the INP module, which extracts
high-frequency noise features from the frequency domain
to highlight the absence of intrinsic noise pattern in gen-
erated images. By analyzing and enhancing high-frequency
components, the INP module captures discriminative features
that reflect the imaging processes of real sensors, effectively
distinguishing them from synthetic images. On the other hand,
real images exhibit complex pixel intensity relationships in
local regions, which reflect natural randomness and diverse
visual patterns. In contrast, Al-generated images often show
uniformity and reduced variation due to the oversimplified
mechanisms of generative models. To address this, we propose
the LVP module, which models these local relationships using

directional encoding to identify anomalies in pixel intensity
distribution. This module effectively highlights the lack of
natural complexity in synthetic images, making it easier to
differentiate between real and generated images. These two
types of features reveal the differences between generated and
real images from the perspectives of device fingerprints and
pixel distribution patterns. The extracted INP and LVP features
are then concatenated and fed into the classifier, which com-
bines local cues to complete the Al-generated image detection
task, the proposed classifier adopts a pruned ResNet as the
backbone, significantly reducing the number of parameters
and computational complexity without compromising feature
extraction capabilities.

B. Intrinsic Noise Pattern Isolation Module

The unique noise patterns of imaging sensors, caused by the
non-uniformity of the sensor manufacturing process, result in
subtle pixel-level intensity variations in real images. These
noise patterns, primarily distributed in the high-frequency
regions of an image, can be regarded as a type of device
fingerprint. Real images captured by physical imaging devices
inherently carry this device fingerprint, reflecting the stochastic
and device-specific characteristics of the sensor. In contrast,
Al-generated images bypass the physical imaging process and
lack the intrinsic noise characteristics introduced by such
imaging devices. Although generative models may introduce
pseudo-random high-frequency noise to enhance visual real-
ism, these synthetic noise patterns are fundamentally different
from the unique device fingerprints found in real images.
This discrepancy arises because the optimization process of
current generative models is dominated by high-energy seman-
tic and structural components, making it difficult to capture
the extremely low-magnitude, stochastic sensor noise inherent
to physical hardware. Furthermore, the mathematical genera-
tion process bypasses the physical acquisition stage, thereby
failing to introduce the intrinsic manufacturing imperfections
found in real sensors. Even with advancements in genera-
tive technologies, accurately simulating such device-specific
fingerprints remains challenging, as it requires replicating
the non-uniform, stochastic patterns inherent to the sensor
manufacturing process. Figure 2 shows the device fingerprint
information between the real image and the generated image,
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and obtains the residual visualization results between them.
It can be found that the device fingerprint in the real image
is significantly different from the random device fingerprint
introduced in the generation process of the Al-generated
image. Thus, by leveraging this fundamental difference, we
can effectively distinguish between real and generated images.

To effectively extract device fingerprint information, we
design the Intrinsic Noise Pattern Isolation (INP) module.
This module transforms the input image into the frequency
domain via a two-dimensional Fast Fourier Transform (FFT)
to yield the raw frequency spectrum Q. (u,v), where (u,Vv)
represent the frequency coordinates. Since device fingerprints
are predominantly embedded in high-frequency components,
a two-step filtering strategy is employed to purify these key
features. The process begins with the application of a fixed
central low-pass suppression mask Mjyeq(u,Vv), to filter out
strong and content-related low-frequency components. This
mask zeroes out a predefined rectangular area at the center
of the spectrum, which is defined as follows,

0, if (u,v) € central region

Mﬁxed(u’ V) = (1)

1, otherwise

Applying this mask to the raw spectrum produces the masked
frequency spectrum, Qmasked(#, V), through the element-wise
multiplication,

Oraw(tt, V) - Mixea(u, v) ()

Subsequently, to enhance the signal-to-noise ratio and pre-
cisely isolate the fingerprint features, an adaptive thresholding
mechanism is applied to Qnasked (U, v). This involves computing
the global mean pyaskeq and standard deviation opaskeq Of its
magnitudes,

Onmasked (U, v) =

H W
Mmasked = _"V Zl: 2_1: | Omasked (4, V)| 3
H W
O masked = Z Z (1Omasked (@, V)| = /Jmasked)2 €]

u=1 v=1
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where H and W are the spectrum’s dimensions and
| Omasked (4, V)| is the magnitude of a frequency coefficient. An
adaptive threshold T is then computed as,

T = tmasked T @ * O masked ®)

where « is a scalar hyperparameter that controls the sensitivity
of the threshold. This adaptive threshold design provides
inherent robustness against common post-processing opera-
tions such as gaussian blurring and image resizing. This
robustness stems from the dynamic nature of the threshold
T. Operations like gaussian blurring function as low-pass
filters, while resizing (specifically downsampling) discards
high-frequency information. Both operations attenuate the
high-frequency components where device fingerprints reside.
This attenuation directly reduces the overall energy in the
masked spectrum, causing a decrease in both its global mean
(Umasked) and standard deviation (O paskeq). AS a result, the
threshold 7' dynamically adjusts downward, allowing the mod-
ule to maintain sensitivity and effectively capture the weakened
but still present fingerprint patterns from the degraded signal.
The procedure continues by utilizing the threshold 7 to
filter the high-frequency coefficients, generating the enhanced
frequency spectrum Qecnhanced (U, v). Only coefficients with mag-
nitudes exceeding the threshold are preserved,

) ) f N T
Qenhanced(u, V) = QmaSked(u V) 1 |Qma?ked(l/l V)| > (6)
0, otherwise

The final step involves transforming the enhanced spectrum
Qenhanced(#, v) back to the spatial domain via an Inverse Fast
Fourier Transform (IFFT) to produce the final Intrinsic Noise
Pattern (INP) feature map,

INP(x, y) = IFFT(Qenhanced(t, v)) )

where (x,y) are the spatial coordinates. This feature map
accurately captures the sensor-specific noise patterns, purified
through the two-step process, providing highly discriminative
features for distinguishing between real and generated images.

C. Local Variation Pattern Module

Local regions in real images typically exhibit complex
pixel distributions and diverse variation patterns. However,
due to the inherent limitations of image generators, the pixel
distribution of generated images tends to be more uniform.
Inspired by this observation, we propose a local variation
pattern (LVP) module based on pixel intensity relationships,
which aims to describe the relative variations between local
pixels and reveal potential anomalies in generated images.

For each pixel P, in the input image X(B X C x H x W),
we define a 3 x 3 local neighborhood window centered on
P., which includes the pixel itself and its 8 surrounding
neighboring pixels. To capture the local variation, we compute
the intensity differences between the central pixel P, and
each of its neighboring pixels. The calculation is expressed
as follows,

AI(PL’Pn)ZI(PC)_I(Pn)’ PneN(Pc) (8)

where I(P.) and I(P,) represent the intensities of the central
pixel P. and a neighboring pixel P,, respectively. N(P,)
denotes the set of all eight neighboring pixels around P..
AI(P,, P,) represents the intensity difference between the
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Fig. 3. Comparison of directional pixel intensity encoding patterns between real and generated images, a) is fake image generated from real image b).

central pixel and its neighboring pixels. Each difference value
AI(P,, P,) is converted into a symbolic directional code to
represent the variation trend of the neighboring pixel intensity
relative to the central pixel.

This abstraction transforms the relationship between the
central pixel and its neighboring pixels into a binary pattern,
inherently reflecting the complexity and diversity of the local
region. As illustrated in Fig. 3, due to the inherent limitations
of the generator, local regions of the generated image lack the
randomness observed in real scenarios, leading to highly sim-
ilar directional encoding. In extreme cases, when large local
regions in a generated image consist of identical pixel values,
the directional encoding may exhibit fixed patterns, such as all
zeros or all ones. Conversely, real images show highly complex
textures and edges, producing more diverse binary patterns
in directional encoding. As a result, the pattern complexity
of generated images is significantly lower compared to that
of real images. Let E;(p) denote the directional encoding of
the i neighboring pixel relative to pixel p, which maps the
complexity of these patterns.

1 AIP.P)>0
EP) =30, arp..p,) <0 ©)

To generate the local variation pattern feature, we assign
a unique weight to each direction and perform a weighted
aggregation of the directional encoding for pixel p. To ensure
the uniqueness of the feature and avoid confusion in the
directional encoding results, we randomly select eight dis-
tinct real numbers W; (i = 0,1,...,7) as weights. This
weight design ensures that each direction has a unique
and non-repeating weight, and that there is no ambiguity
between adjacent directions. Consequently, the unique fea-
ture can preserve the variation information of each direction
completely.

N

LVP(p) =Y E(p) x Wi(N =)
i=0

(10)

In real images, directional variation patterns are typically
highly diverse. The relative intensity relationships in different
directions form a wide range of combinations, resulting in
a broad distribution of feature values. While in generated
images, variation patterns across multiple directions tend to
be uniform, leading to a loss of directional information and

producing feature values with a narrow or overly simplistic
distribution. Thus, the local variation pattern feature value,
designed with unique weights, effectively reveals anomalous
pattern differences between real and generated images.

By repeating the above steps for each pixel p in the input
image X, the LVP feature can be extracted, which effectively
encodes the variation patterns within local regions of the
image, providing a reliable basis for analyzing the differences
between real and generated images.

Other methods focus on extracting pixel features, such as
central differential convolution (CDC) [31], which combines
pixel intensity and gradient information to capture local gra-
dient variations and enhance the detection of forged features.
However, CDC focuses more on pixel-level gradient variations
and lacks the ability to model high-dimensional directional
relationships between pixels. Therefore, it has certain limita-
tions in dealing with complex and diverse local anomalies in
generated images. In contrast, traditional local binary pattern
(LBP) relies primarily on simple threshold comparisons of
pixel intensities to encode local texture features, but lacks
the ability to capture diverse and fine-grained forged features.
Compared to the above two methods, LVP uses directional
encoding and weighted aggregation to more accurately cap-
ture the directional characteristics of pixel distribution. By
introducing a unique weight assignment mechanism, it not
only enhances sensitivity to local anomaly patterns but also
significantly improves the robustness of feature representation.
It excels at fine-grained feature modeling and generalizes well
to complex generated images.

D. Classifier

The classifier utilizes the pruned ResNet [32] as the
backbone, where structural optimizations significantly reduce
network parameters and computational complexity while pre-
serving efficient feature extraction capabilities. During the
feature processing stage, LVP and INP features are integrated
through feature-level concatenation (concat), capturing both
local variation patterns and global feature correlations. Subse-
quently, a Global Average Pooling (GAP) layer is employed to
compress spatial information effectively, generating a compact
global feature representation. Finally, the fully connected layer
maps the high-dimensional features into a binary classification
space to predict whether the input image is generated or
real.
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IV. EXPERIMENTS

A. Experiment Setup

1) Training Dataset: In order to maintain consistency in
our evaluation, we use the training set of ForenSynths [18] to
train our model. Based on previous research [33], we select
four different categories of this training set (cars, cats, chairs,
and horses), each of which contains 18,000 synthetic images
generated by ProGAN, as well as an equal number of real
images selected from the LSUN [34] dataset of an equal
number of real images.

2) Testing Dataset: To evaluate the generalization ability
of the proposed method in real-world scenarios, we use the
following four testing datasets, which consists of various real
images, diverse GAN and Diffusion generated images.

e The ForenSynths dataset [18] includes images generated
by eight models (ProGAN, StyleGAN, StyleGAN?2, Big-
GAN, CycleGAN, StarGAN, GauGAN, and DeepFake)
along with their corresponding real images.

o The DiffusionForensics dataset [29] contains images
generated by eight diffusion models (ADM, DDPM,
IDDPM, LDM, PNDM, VQ Diffusion, Stable Diffusion
vl (Sdvl), and Stable Diffusion v2 (Sdv2)), with real
images sampled from the LSUN and ImageNet [35]
datasets.

e The Ojha dataset [28] includes images generated by
ADM, Glide, DALL-Emini, and LDM, with real images
sourced from the LAION [36] and ImageNet datasets.

e The Self-Synthesized dataset [33] contains images gen-
erated through 1,000 diffusion steps (DDPM, IDDPM,
and ADM) as well as synthetic content generated by
Midjourney and DALLE [37], collected from the social
platform Discord.

3) Baseline: We compare our FALCON-Net with SOTA
methods, including NPR [33], MI Net [38], CNNDetection
[18], Frank et al. [39], Durall et al. [40], Patchfor [41],
F3Net [42], SelfBland [43], GANdetection [44], BiHPF [45],
FrePGAN [46], LGrad [19], FreqNet [47], Ojha et al. [28],
FatFformer [48], SAFE [49], AIDE [50], DIRE [29], and
DRCT [51]. In the experiments, we reimplement the baseline
NPR [33], MI Net [38], FreqNet [19], FatFormer [48], SAFE
[49], AIDE [50], DIRE [29], DRCT [51], and C2P-CLIP [9]
using its official code, since the C2P-CLIP method does not
provide training code, we utilize the officially provided pre-
trained weights for subsequent experiments, while other data
are obtained from NPR [33].

4) Implemental Details: We implement the proposed
FALCON-Net using the PyTorch framework and train it on
an NVIDIA 3060Ti GPU. The network is trained end-to-end
using the Adam optimizer with binary cross-entropy as the
loss function. The learning rate is set to 0.0002, the batch size
is 32, and the model is trained for 40 epochs. We use accuracy
(ACC) and average precision (AP) as evaluation metrics.

B. Ablation Study

1) Verification of the Effectiveness of Each Module: To
evaluate the contribution of each module, we conduct experi-
ments where the INP and LVP modules are used independently
for generated image detection. We perform our evaluation
on 29 sub-testsets, and as shown in Table I, the complete
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TABLE I

ABLATION STUDY OF FALCON-NET ON 29 SUBSETS ACROSS FOUR
DATASETS (FORENSYNTHS, DIFFUSIONFORENSICS, OJHA, AND
SELF-SYNTHESIZED). W/O LVP AND W/0 INP DENOTE THE
NETWORK WITHOUT THE LOCAL VARIATION PATTERN
(LVP) AND INTRINSIC NOISE PATTERN ISOLATION
(INP) MODULES, RESPECTIVELY. FOR COMPARISON,
FALCON-NET (CDC), (LBP), (CLBP), (RI-LBP)

AND (CS-LBP) REFER TO VARIANTS
WHERE THE LVP MODULE IS REPLACED
BY THE CENTRAL DIFFERENCE
CONVOLUTION, LOCAL BINARY PAT-

TERN, COMPLETED LOCAL BINARY
PATTERN, ROTATION INVARI-

ANT LBP AND CENTER-

SYMMETRIC LBP

module, respectively
29-subsets datasets

Method Mean ACC__ Mean AP
Wo LVP 85.9% 91.4%
wio INP 86.3% 90.5%
FALCON-Net (CDC) 79.8% 85.4%
FALCON-Net (LBP) 84.9% 93.3%
FALCON-Net (CLBP) 91.6% 95.4%
FALCON-Net (RI-LBP)  90.3% 94.8%
FALCON-Net (CS-LBP)  78.6% 83.7%
FALCON-Net 93.6% 97.3%

FALCON-Net achieves significantly better performance com-
pared to the standalone modules. Specifically, compared to the
w/o INP configuration, FALCON-Net improves the average
ACC by 7.7% and AP by 5.9%. Similarly, compared to the
w/o LVP configuration, FALCON-Net achieves an average
improvement of 7.3% in ACC and 6.8% in AP across all
datasets. These results highlight the complementary nature of
the INP and LVP modules in capturing different aspects of
anomalies in generated images.

The INP module focuses on extracting inherent noise char-
acteristics of the sensor using frequency domain separation
techniques. This enables the INP module to accurately locate
pixel-level intensity fluctuations caused by the non-uniformity
of the sensor manufacturing process, effectively highlighting
the device fingerprint anomalies present in real images. How-
ever, relying solely on the INP module limits the model’s
ability to capture broader or more diverse forgery cues, such
as pixel coding patterns. The LVP module, on the other hand,
captures relative variation patterns between pixels through
directional encoding, revealing the lack of natural complexity
and diversity in generated images. Nevertheless, using only
the LVP module fails to account for prominent anomalies in
the high-frequency regions of generated images. By integrating
both INP and LVP features, FALCON-Net captures differences
between generated and real images from both edge-texture
features and pixel distribution patterns, achieving significantly
higher detection accuracy.

2) Verification of the Effectiveness of Local Detail Fea-
tures: To further verify the adaptive local feature extraction
capability of the LVP module, we design five alternative
versions for comparison, FALCON-Net (CDC), FALCON-
Net (LBP), FALCON-Net (CLBP), FALCON-Net (RI-LBP)
and FALCON-Net (CS-LBP). In FALCON-Net (CDC), the
LVP branch is replaced with the central difference convolution
(CDC) [31] module. CDC combines pixel intensity informa-
tion and gradient information to enhance local detail features
through central difference operations. In FALCON-Net (LBP),
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TABLE I

CROSS-GAN SOURCES EVALUATION ON THE FORENSYNTHS DATASET. THE BEST PERFORMANCE IS HIGHLIGHTED USING BOLD AND UNDERLINED
TEXT, WHILE THE SECOND-BEST PERFORMANCE IS HIGHLIGHTED USING BOLD TEXT

Method ProGAN StyleGAN StyleGAN2 BigGAN CycleGAN StarGAN GauGAN DeepFake Mean
CNNDetection (CVPR20) 914 99.4 63.8 91.4 76.4 97.5 529 733 727 88.6 63.8 90.8 63.9 922 51.7 62.3 67.1 86.9
Frank (PRML’20) 90.3 85.2 74.5 72.0 73.1 71.4 88.7 86.0 75.5 71.2 99.5 99.5 60.2 774 60.7 49.1 78.9 76.5
Durall (CVPR’20) 81.1 74.4 544 52.6 66.8 62.0 60.1 56.3 69.0 64.0 98.1 98.1 61.9 574 50.2 50.0 67.7 64.4
Patchfor (ECCV’20) 97.8 100.0  82.6 93.1 83.6 98.5 64.7 69.5 74.5 872 1000 100.0 57.2 55.4 85.0 93.2 80.7 87.1
F3Net (ECCV’20) 994 1000 92.6 99.7 88.0 99.8 65.3 69.9 76.4 843 100.0  100.0  58.1 56.7 63.5 78.8 80.4 86.2
SelfBland (CVPR’22) 58.8 65.2 50.1 47.7 48.6 474 51.1 51.9 59.2 65.3 74.5 89.2 59.2 65.5 93.8 99.3 61.9 66.4
GANDetection (ICIP’22) 827 95.1 744 929 69.9 87.9 76.3 89.9 852 95.5 68.8 99.7 61.4 75.8 60.0 83.9 723 90.1
BiHPF (WACV’22) 90.7 86.2 76.9 75.1 76.2 74.7 84.9 81.7 81.9 78.9 94.4 94.4 69.5 78.1 54.4 54.6 78.6 77.9
FrePGAN (AAAI’22) 99.0 99.9 80.7 89.6 84.1 98.6 69.2 71.1 71.1 744 99.9 1000 60.3 71.7 70.9 91.9 79.4 87.2
LGrad (CVPR’23) 99.9 1000 948 99.9 96.0 99.9 829 90.7 85.3 94.0 99.6 1000 724 79.3 58.0 67.9 86.1 91.5
Ojha (CVPR’23) 99.7 100.0  89.0 98.7 83.9 98.4 90.5 99.1 87.9 99.8 914 1000 899 100.0 80.2 90.2 89.1 98.3
DIRE (ICCV’23) 99.3 99.9 90.9 99.5 87.2 99.5 79.7 86.4 84.5 924 99.9 100.0 829 92.6 68.7 77.9 86.7 93.6
MI_Net (AAAI’24) 99.2 1000  89.1 96.1 96.9 99.7 62.8 60.6 68.6 74.5 99.7 100.0 547 50.6 735 81.5 80.6 82.9
NPR (CVPR’24) 99.9 100.0  96.4 99.9 97.0 99.9 853 914 85.6 98.7 99.8 100.0  83.0 84.1 79.6 85.4 90.8 94.9
Freqnet (AAAI’24) 99.6  100.0 90.2 99.7 88.0 99.5 90.5 96.0 95.8 99.6 85.7 99.8 934 98.6 88.9 944 91.5 98.5
Fatformer (CVPR’24) 98.9 99.9 82.6 96.3 74.1 92.7 97.5 99.7 99.5 1000 99.5 100.0 99.6 100.0 842 95.6 92.0 98.0
DRCT/Conv-B (ICML24)  99.3 99.9 80.3 98.1 98.0 71.9 96.0 80.4 95.6 94.0 98.9 71.9 93.9 99.5 51.0 78.1 80.3 95.4
AIDE (ICLR’25) 100.0 100.0 99.6  100.0  98.0 99.9 83.9 94.4 98.5 99.9 99.9 100.0 732 97.7 54.1 76.4 88.4 96.0
SAFE (KDD’25) 99.8 100.0 955 99.9 99.0 100.0  83.8 96.0 914 95.0 99.4 99.9 94.6 98.2 73.1 81.7 92.7 96.3
C2P-CLIP (AAAT’25) 97.3 100.0 938 98.6 1000 100.0  99.1 100.0  95.6 99.9 96.4 99.5 99.2  100.0 99.6 1000 | 97.6 99.7
FALCON-Net (our) 99.7 100.0 97.6 99.8 97.2 99.7 90.6 96.6 934 97.1 100.0 100.0  90.0 97.2 60.4 76.1 91.1 95.8

the LVP branch is replaced with the local binary patterns
(LBP) [52] module, a classical method for extracting local
texture features. LBP encodes texture by performing binary
comparisons of pixel intensities, but its simple thresholding
operation may result in less precise feature extraction, espe-
cially when handling diverse and fine-grained forgery patterns
in generated images. To provide a more comprehensive com-
parison against advanced local pattern descriptors, we also
implemented FALCON-Net (CLBP), where the LVP module
is replaced by the completed local binary pattern (CLBP)
[53]. As proposed in its original paper, CLBP is a significant
enhancement over the traditional LBP. Unlike LBP, which only
considers the sign of pixel differences, CLBP provides a more
complete representation by also encoding the magnitude of
these differences and the intensity of the center pixel. This
allows it to capture not only the local structure but also the
local contrast and texture variations, making it a substantially
more powerful hand-crafted feature descriptor. To expand the
comparison of LBP-family variants, we additionally imple-
mented FALCON-Net (RI-LBP) and FALCON-Net (CS-LBP),
where the LVP module is replaced by the Rotation Invariant
LBP (RI-LBP) [54] and the Center-Symmetric LBP (CS-LBP)
[55], respectively.

As shown in Table I, FALCON-Net (CDC) achieves an
average ACC of 79.8% and an AP of 85.4%. FALCON-Net
(LBP) achieves an average ACC of 84.9% and an AP of
93.3%. The FALCON-Net (CLBP) variant reaches a notably
higher average ACC of 91.6% and an AP of 95.4%. This
result significantly surpasses both CDC and LBP, confirms that
CLBP is more effective at capturing the subtle inconsistencies
in generated images. FALCON-Net (RI-LBP) achieves an
average ACC of 90.3% and an AP of 94.8%, while FALCON-
Net (CS-LBP) achieves a lower average ACC of 78.6% and
an AP of 83.7%. In contrast, the proposed FALCON-Net
with our LVP module achieves a significantly higher average
ACC of 93.6% and AP of 97.3%, surpassing FALCON-Net
(CLBP) by over 2% in average ACC and 1.9% in average AP.
These results demonstrate that the design of the LVP module
provides significant advantages in capturing subtle and diverse
local anomalies in generated images. The LVP module uses
directional encoding and weighted aggregation to precisely
capture complex directional characteristics of pixel distribu-
tions, enhancing sensitivity to local abnormalities. In contrast,

while the CDC module integrates intensity and gradient infor-
mation, it focuses only on pixel-level gradient changes and
lacks the ability to model higher-dimensional directional rela-
tionships. Similarly, the LBP module can extract basic local
texture features but falls short in representing fine-grained
and complex patterns due to its simple binary thresholding
operation. Even the more advanced CLBP, while powerful,
is ultimately outperformed by our LVP module. This sug-
gests that while sophisticated hand-crafted features like CLBP
are strong baselines, the LVP module’s approach of using
weighted aggregation of directional encodings provides a more
flexible and adaptive representation, better suited for learning
the specific, high-dimensional relationships that characterize
Al-generated artifacts.

Consequently, the combination of the INP and LVP
modules enables FALCON-Net to effectively capture both
high-frequency noise features and complex local pixel relation-
ships in generated images, resulting in superior performance
compared to other designs.

C. GAN-Sources Evaluation

To verify the generalization ability of FALCON-Net on
GAN-generated images, we evaluate it on the ForenSynths
dataset [18]. As shown in Table II, our FALCON-Net per-
forms slightly lower than C2P-CLIP in average ACC, with an
average ACC of 97.6%, and with an average AP of 99.7%.
Some recent methods may have advantages in dealing with
specific forgery features generated by certain GAN models,
such as specialization in capturing high-frequency forgery
clues or model features. However, this specialization usually
weakens their adaptability to a wider range of models. In
contrast, the design focus of FALCON-Net is to capture
localized abnormal features, thereby achieving stronger cross-
model generalization capabilities. This versatility enables
FALCON-Net to still achieve robust performance when
dealing with more unseen models. Although the detection per-
formance on the ForenSynths dataset is slightly inferior to that
of the C2P-CLIP, the average ACC and AP of FALCON-Net
have reached ideal values compared with several state-of-
the-art methods. These results still show that FALCON-Net
exhibits strong generalization capabilities in different GAN
models and can effectively reveal the essential difference
between generated images and real images.
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TABLE III

CROSS-DIFFUSION SOURCES EVALUATION ON THE DIFFUSIONFORENSICS DATASET. THE BEST PERFORMANCE IS HIGHLIGHTED USING BOLD AND
UNDERLINED TEXT, WHILE THE SECOND-BEST PERFORMANCE IS HIGHLIGHTED USING BOLD TEXT

Method ADM DDPM IDDPM LDM PNDM VQ-Diffusion Sdvl Sdv2 Mean
CNNDetection (CVPR’20) 539 71.8 627 76.6 502 82.7 50.4 787 50.8 90.3 50.0 71.0 38.0 76.7 52.0 90.3 5.0 798
Frank (PRML’20) 589 659 370 27.6 514 65.0 51.7 48.5 44.0 382 51.7 66.7 32.8 523 40.8 375 46.0 50.2
Durall (CVPR’20) 398 42,1 529 49.8 55.3 56.7 43.1 39.9 445 47.3 38.6 38.3 39.5 56.3 62.1 55.8 47.0 483
Patchfor (ECCV’20) 7715 939 623 97.1 50.0 91.6 99.5 100.0 502 99.9 100.0  100.0  90.7 99.8 94.8 100.0 | 78.1 97.8
F3Net (ECCV’20) 809 969 847 99.4 74.7 98.9 100.0  100.0 728 99,5 100.0 1000 734 97.2 99.8 100.0 | 858  99.0
SelfBland (CVPR’22) 570 590 619 49.6 63.2 66.9 83.3 92.2 48.2 48.2 77.2 82.7 46.2 68.0 71.2 73.9 635  67.6
GANDetection (ICIP’22) 511 531 623 46.4 50.2 63.0 51.6 48.1 50.6 79.0 51.1 51.2 39.8 65.6 50.1 36.9 50.8 554
LGrad (CVPR’23) 864 975 999 1000 66.1 92.8 99.7 100.0  69.5 98.5 96.2 100.0 904 99.4 97.1 100.0 | 882 985
Ojha (CVPR’23) 784 921 729 78.8 75.0 92.8 822 97.1 75.3 92.5 83.5 97.7 56.4 90.4 71.5 92.4 744 91.7
DIRE (ICCV’23) 648 653 770 65.1 67.8 68.5 89.2 98.8 76.5 83.5 57.5 73.0 72.7 76.0 87.6 90.3 741 776
MI_Net (AAAT24) 833 900 625 54.6 50.0 55.7 99.3 100.0 562 99.1 99.7 100.0 957 99.6 99.2  100.0 | 80.7 874
NPR (CVPR’24) 86.3 98.0 90.7 98.2 84.3 922 100.0 100.0 937 1000  96.6 99.9 98.9 1000 1000 100.0 | 93.8 985
FreqNet (AAAT24) 672 932 914 99.9 59.0 98.3 98.9 100.0  85.2 99.9 100.0  100.0  63.9 98.6 81.8 98.7 809  98.6
FatFormer (CVPR’24) 707 937 672 78.9 69.3 96.3 97.3 100.0 993  100.0 1000 1000 61.7 97.0 84.3 98.7 812 956
DRCT/Conv-B (ICML24) 519 629  66.1 84.4 55.0 88.4 50.2 65.2 67.3 96.3 535 85.8 40.0 78.5 52.8 92.4 546  81.7
AIDE (ICLR’25) 856 973  88.1 97.8 87.1 99.1 99.2 100.0  97.8 99.9 93.7 99.6 95.7 99.5 99.5 100.0 | 933 992
SAFE (KDD’25) 775 970 998 100.0 958 100.0 100.0 100.0 929 100.0  84.1 99.4 89.8  100.0 100.0 100.0 | 92.5 99.6
C2P-CLIP (AAAT’25) 688 953 735 76.2 80.7 94.9 97.3 99.7 84.2 97.2 78.9 99.2 66.7 94.8 95.8 99.7 80.7 94.6
FALCON-Net (our) 940 989 997 100.0 99.7 100.0 99.8 100.0 99.7 100.0 90.3 99.1 994 1000 99.8 100.0 | 97.8 997

TABLE IV

CROSS-DIFFUSION SOURCES EVALUATION ON THE OJHA DATASET. THE BEST PERFORMANCE IS HIGHLIGHTED USING BOLD AND UNDERLINED TEXT,
WHILE THE SECOND-BEST PERFORMANCE IS HIGHLIGHTED USING BOLD TEXT

Method DALLE Glide_100_10  Glide_100_27 Glide_50_27 ADM LDM_100 LDM_200 LDM_200_cfg ean
CNNDetection (CVPR’20) 51.8 613 533 72.9 53.0 71.3 542 760 549 66.6 51.9 63.7 52.0 64.5 S1.6 63.1 528 674
Frank (PRML’20) 570 625 536 443 50.4 40.8 520 423 534 52.5 56.6 513 56.4 50.9 56.5 52.1 545  49.6
Durall (CVPR’20) 559 580 549 523 48.9 46.9 51.7 499  40.6 42.3 62.0 62.6 61.7 61.7 584 58.5 543 540
Patchfor (ECCV’20) 79.8  99.1 87.3 99.7 82.8 99.1 849 988 742 814 95.8 99.8 95.6 99.9 94.0 99.8 86.8 972
F3Net (ECCV’20) 71.6 799 883 95.4 87.0 94.5 885 954 692 70.8 74.1 84.0 73.4 83.3 80.7 89.1 79.1  86.5
SelfBland (CVPR’22) 524 51.6 588 63.2 59.4 64.1 642 683 583 63.4 53.0 54.0 52.6 51.9 51.9 52.6 563 587
GANDetection (ICIP’22) 672 830 512 52.6 51.1 51.9 51.7 535 496 49.0 54.7 65.8 54.9 65.9 53.8 58.9 543 60.1
LGrad (CVPR’23) 885 973 894 94.9 874 93.2 90.7 951 866 100.0 94.8 99.2 94.2 99.1 95.9 99.2 909 972
Ojha (CVPR’23) 89.5 96.8 90.1 97.0 90.7 97.2 91.1 974 757 85.1 90.5 97.0 90.2 97.1 77.3 88.6 86.9 945
DIRE (ICCV’23) 803 834  80.6 82.8 80.5 79.4 809 794 739 74.4 80.0 83.4 79.7 82.8 80.5 82.4 79.5  81.0
MI_Net (AAAI’24) 633 736 808 90.0 78.5 88.0 82.0 903 695 75.5 81.3 90.5 81.2 89.9 80.0 89.3 77.1 85.9
NPR (CVPR’24) 75.6 983  96.6 99.8 95.8 99.8 99.8  99.6 76.0 87.5 95.4 99.9 95.2 99.9 95.5 99.8 90.8  98.1
FreqNet (AAAI’24) 972 99.7 878 96.0 84.4 95.6 86.6 958 672 75.4 97.8 99.9 97.4 99.9 97.2 99.9 894 953
FatFormer (CVPR’24) 98.7 99.8 942 99.3 94.3 99.3 946 995  76.0 91.9 98.6 99.9 98.6 99.8 94.9 99.2 937 98.6
DRCT/Conv-B (ICML24) 565 692 55.6 72.5 56.5 72.5 583 760 538 64.7 59.3 74.4 59.9 75.0 54.4 64.8 568  71.1
AIDE (ICLR’25) 975 99.0 978 99.2 98.1 99.3 984 992 885 97.3 98.6 99.3 98.2 99.3 974 99.1 96.8 99.0
SAFE (KDD’25) 822 996 952 99.8 94.5 99.8 944 998 749 88.7 92.2 99.9 92.3 99.9 95.0 99.9 90.1 984
C2P-CLIP (AAAI’25) 98.6 999 953 99.8 96.1 99.8 953  99.7  69.1 94.1 99.3 100.0 993 100.0 973 99.8 938 99.2
FALCON-Net (our) 97.0 99.6 940 97.4 96.2 99.1 924 968 874 94.9 97.8 99.7 97.0 99.6 97.0 99.6 949 983

D. Diffusion-Sources Evaluation

To evaluate the performance of FALCON-Net on unseen
diffusion-generated images, we test it on the DIRE [29]
and Wang et al. [29] datasets. From Table III, we can find
that FALCON-Net is superior to SOTA methods, with an
average ACC at least 4.0% higher than comparison methods.
From Table IV, FALCON-Net achieves an average ACC that
is at least 1.1% higher than SOTA methods. These results
demonstrates that FALCON-Net is superior adaptability and
generalization to unseen diffusion models.

To address the limitations of low-resolution and less realistic
images generated with fewer diffusion steps in the Ojha
dataset, we perform further evaluations on the Self-Synthesis
dataset [33], which includes diffusion images generated with
1000 steps. The results in Table V show that FALCON-Net
achieves gains of 1.0% and 1.5% in average ACC and AP
compared to SAFE [49]. These results demonstrate that even
when dealing with generated images through more extended
diffusion processes, FALCON-Net maintains exceptional gen-
eralization performance.

E. Recent-AIGI Evaluation

To further evaluate the generalization ability of FALCON-
Net on more recent and challenging AIGI benchmarks, we
additionally test it on GenImage [56], Chameleon [50], and
A-Bench [57]. All experimental settings follow the same setup

as described in Sec. IV-A. The results are summarized in
Table VI. From Table VI, we can observe that FALCON-Net
remains competitive on Genlmage, achieving 83.3% ACC and
92.2% AP, and obtaining the best ACC among the compared
baselines. On the more challenging Chameleon benchmark,
FALCON-Net achieves 60.3% ACC and 51.7% AP, slightly
outperforming other methods in terms of ACC, which indicates
its robustness under harder-to-detect generation settings. More-
over, on A-Bench, FALCON-Net achieves strong performance
(87.9% ACC and 100.0% AP), surpassing the strongest base-
line by 3.3% in ACC. Overall, these results demonstrate that
FALCON-Net maintains strong adaptability and generalization
to newer data distributions and recently emerged generative
models.

FE. Comparison of Parameter Quantities

Table VII provides a detailed comparison of the parameter
size and performance of our model with other SOTA methods.
As shown in the table, the parameter size of our proposed
model is only 1.4M, which is significantly smaller than many
other approaches, such as MI _Net with 88.0M and Ojha with
304.0M. Despite its much smaller parameter size, our model
achieve the highest average ACC and AP across 29 sub-
testsets, reaching 93.6% and 97.3%, respectively. Compared
to the parameter-efficient NPR method (1.4M), our model
improves the average ACC by + 3.4% and the average AP
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TABLE V

CROSS-DIFFUSION SOURCES EVALUATION ON THE SELF-SYNTHESIS DATASET. THE BEST PERFORMANCE IS HIGHLIGHTED USING BOLD AND
UNDERLINED TEXT, WHILE THE SECOND-BEST PERFORMANCE IS HIGHLIGHTED USING BOLD TEXT

Method DDPM TDDPM ADM Midjourney DALLE Mean
ACC AP ACC AP ACC AP ACC AP ACC AP ACC AP
CNNDetection (CVPR’20) 50.0 633 483 52.7 534 64.4 48.6 385 493 447 499 52.7
Frank (PRML’20) 47.6 43.1 70.5 85.7 67.3 72.2 39.7 40.8 68.7 65.2 58.8 61.4
Durall (CVPR’20) 54.1 53.6 63.2 7.7 39.1 40.8 457 472 53.9 522 512 53.1
Patchfor (ECCV’20) 54.1 66.3 35.8 342 68.6 73.7 66.3 68.8 60.8 65.1 57.1 61.6
F3Net (ECCV’20) 59.4 71.9 422 44.7 73.4 80.3 73.2 80.4 79.6 87.3 65.5 72.9
SelfBland (CVPR’22) 55.3 57.7 63.5 62.5 57.1 60.1 54.3 56.4 48.8 474 55.8 56.8
GANDetection (ICIP’22) 473 45.5 479 57.0 51.0 56.1 50.0 44.7 49.8 49.7 492 50.6
LGrad (CVPR’23) 59.8 88.5 45.2 46.9 72.7 79.3 68.3 76.0 75.1 80.9 64.2 74.3
Ojha (CVPR’23) 69.5 80.0 64.9 74.2 81.3 90.8 50.0 49.8 66.3 74.6 66.4 73.9
DIRE (ICCV’23) 71.2 70.4 86.2 91.9 73.6 82.1 59.2 64.8 56.2 61.0 70.4 74.1
MI_Net (AAAI’24) 50.4 52.6 60.9 68.4 62.1 63.3 41.6 43.1 425 49.7 51.5 55.4
NPR (CVPR’24) 80.4 79.3 75.2 87.8 82.2 90.0 87.7 94.6 87.4 93.4 82.6 89.0
FreqNet (AAAD24) 70.9 73.9 52.3 60.4 80.6 90.5 55.5 65.3 52.9 61.7 62.4 70.4
FatFormer (CVPR’24) 59.1 77.9 59.4 72.5 81.8 95.7 62.9 85.4 68.8 93.2 66.4 85.0
DRCT/Conv-B (ICML’24) 61.1 75.7 64.7 85.8 55.1 70.3 48.8 373 50.7 52.6 56.1 64.3
AIDE (ICLR’25) 77.1 80.0 79.8 90.7 53.4 55.7 73.7 80.1 83.1 95.9 73.7 80.1
SAFE (KDD’25) 82.1 93.9 87.5 80.3 83.4 95.2 98.2 99.6 87.3 94.8 87.7 92.8
C2P-CLIP (AAAT25) 66.4 93.2 72.0 81.9 74.4 94.6 75.2 92.6 66.8 93.1 71.0 91.1
FALCON-Net (our) 90.5 96.9 92.2 97.4 92.5 97.3 82.8 91.1 85.6 88.5 88.7 94.3
TABLE VI extracting discriminative features in the frequency and spatial

CROSS-DIFFUSION SOURCES EVALUATION ON THE RECENT AIGI
DATASET. THE BEST PERFORMANCE IS HIGHLIGHTED USING
BoLD AND UNDERLINED TEXT, WHILE THE SECOND-BEST
PERFORMANCE IS HIGHLIGHTED USING BOLD TEXT

Method Genimage Chameleon A-bench Mean
ACC AP ACC AP ACC AP ACC AP
MI_Net (AAAI’24) 540 606 56.6 299 81.0 1000 | 637 635
NPR (CVPR’24) 830 91.8 594 416 846 1000 | 757 7718

FreqNet (AAAI’24) 683 812 591 482 721
FatFormer (CVPR’24) 595 686 57.1 617 244
SAFE (KDD’25) 80.3 89.6 602 528 832
C2P-CLIP (AAAI25) 819 957 580 464 512
FALCON-Net (our) 833 922 603 51.7 879

100.0 66.5 76.5
100.0 47.0  76.8
100.0 746  80.8
100.0 63.7 80.7
1000 | 772 813

TABLE VII

PARAMETER COMPARISON OF VARIOUS METHODS ON ALL
29 SUB-TESTSETS. THE BEST PERFORMANCE IS HIGHLIGHTED
USING BOLD AND UNDERLINED TEXT, WHILE THE SECOND-BEST
PERFORMANCE IS HIGHLIGHTED USING BOLD TEXT

Mean ACC.of Mean AP.of

Methods Parameters 29 sub-testsets 29 sub-testsets
F3Net (ECCV’20) 48.9M 78.4% 88.0%
Ojha (CVPR’23) 304.0M 77.3% 88.5%
LGrad (CVPR’23) 46.6M 83.5% 92.2%
MI_Net (AAAT24) 88.0M 72.4% 79.2%
FreqNet (AAAD24) 1.9M 83.0% 92.8%
NPR(CVPR’24) 14M 90.2% 95.8%
FatFormer (CVPR’24) 577.2M 85.1% 95.3%
SAFE (KDD’25) 1.4M 91.1% 97.2%
C2P-CLIP (AAATI’25) 304M 87.3% 96.7%
Ours 1.4M 93.6% 97.3%

by + 1.5%. Furthermore, when compared to SAFE, our
model outperforms it by + 2.5% in average ACC. These
results demonstrate the excellent balance between parame-
ter efficiency and performance achieved by our model. The
reduced parameter size of FALCON-Net can be attributed to its
lightweight architectural design and efficient feature extraction
strategy. Specifically, the model employs a pruned ResNet as
the classifier backbone, which significantly trims unnecessary
layers and redundant parameters while retaining critical feature
extraction capabilities. Moreover, instead of relying on deep
and large-scale neural networks, FALCON-Net focuses on

domains, allowing the model to achieve high accuracy without
requiring complex and computationally expensive layers.

G. Robustness Evaluation

1) Robustness to Gaussian Blur: To validate the robust-
ness of FALCON-Net, we evaluate its performance under
Gaussian blur operations, using the DiffusionForensics dataset.
Unlike traditional methods that struggle with this operation,
FALCON-Net consistently demonstrates exceptional robust-
ness and adaptability. We test two Gaussian blur kernel sizes
(7x7 and 9 x 9) and calculate the average performance across
both parameters. The results show that FALCON-Net achieves
an average accuracy (ACC) of 90.4% and an average precision
(AP) of 98.3%. Compared to other methods, FALCON-Net
outperforms NPR by 3.3% in ACC and 1. 1% in AP, MI _Net
by 17. 2% in ACC and 15.3% in AP, SAFE by 1.2% in ACC
and 0.8% in AP, and C2P-CLIP by 32.9% in ACC and 36.7%
in AP. These findings highlight FALCON-Net’s remarkable
robustness in handling blurred images.

2) Robustness to Resizing: To validate the robustness of our
model when dealing with image resizing, we also evaluate
two resizing factors (0.5 and 1.5) and calculate the aver-
age performance. FALCON-Net achieves an average ACC of
95.3% and an average AP of 99.2%, outperforming NPR by
5.7% in ACC and 2.3% in AP. Furthermore, it significantly
surpasses MI_Net with a 24.1% improvement in ACC and
a 21.1% improvement in AP. FALCON-Net also outperforms
SAFE by 5.7% in ACC and 1.1% in AP, while exceeding
C2P-CLIP by 20.8% in ACC and 6.8% in AP. These results
demonstrate FALCON-Net’s exceptional adaptability to image
resizing operations.

3) Robustness to JPEG Compression: In JPEG compres-
sion scenarios, FALCON-Net achieves an average ACC of
70.1% and an average AP of 79.1%, outperforming NPR
by 6.8% in ACC and 7.7% in AP. Furthermore, FALCON-
Net significantly exceeds MI Net, achieving 16.1% and
16.4% improvements in ACC and AP, respectively. It also
outperforms SAFE with a 6.8% increase in ACC and a
10.3% increase in AP. Compared to C2P-CLIP, FALCON-Net
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TABLE VIII
ROBUSTNESS EVALUATION ON THE DIFFUSIONFORENSICS DATASET

Manipulation Parameter Method ADM DDPM IDDPM LDM PNDM VQ-Diffusion Sdvl Sdv2 Mean
ACC AP ACC AP ACC AP ACC AP ACC AP ACC AP ACC AP ACC AP ACC AP
NPR (CVPR’24) 833 93.9 73.8 95.1 64.4 96.9 99.3 100.0  87.2 99.5 99.8 100.0  83.7 97.5 99.4 100.0 | 86.4 979
MI_Net (AAAI’24) 715 84.1 62.8 51.8 50.5 65.6 94.7 99.6 52.6 84.3 99.4 100.0 71.2 93.6 98.4 99.9 75.1 84.9
77 SAFE (KDD’25) 86.0 94.1 88.3 98.5 81.8 98.8 979 99.9 93.7 99.5 85.7 96.7 99.2 100.0  98.8 99.9 91.4 98.4
C2P-CLIP (AAAI'25) 63.4 68.8 73.9 72.4 73.6 79.3 58.2 59.5 78.1 85.3 459 67.7 46.0 45.6 50.6 51.8 61.2 66.3
- ian Blur FALCON-Net (our) 86.8 94.9 87.0 98.1 839 98.8 994  100.0 96.7 99.8 90.9 98.0 99.5 1000 995 100.0 | 92.9 98.7
NPR (CVPR24) 81.0 90.5 83.3 934 80.8 96.6 98.0 99.8 83.8 96.8 973 99.7 79.6 94.4 98.0 99.8 87.7 96.4
MI_Net (AAAD’24) 66.6 81.0 62.5 432 50.1 58.0 83.0 99.1 50.5 73.8 96.2 99.9 64.1 92.8 96.7 99.9 71.2 81.0
9*9 SAFE (KDD’25) 80.6 90.1 82.6 94.3 799 96.8 933 99.2 84.9 973 80.9 94.7 97.0 99.7 95.7 99.6 86.9 96.5
C2P-CLIP (AAAT’25)  58.5 59.7 67.6 59.3 65.8 68.8 46.2 47.9 70.6 75.3 39.3 59.9 41.0 41.5 40.6 42.2 53.7 56.8
FALCON-Net (our) 829 934 841 96.6 793 98.1 98.9 99.9 78.1 97.9 81.3 96.4 992 99.9 99.2 1000 | 879 978
NPR (CVPR’24) 80.7 90.4 81.4 87.4 66.5 83.7 979 99.8 822 94.6 98.2 99.9 879 973 98.0 99.9 86.6 94.1
MI_Net (AAAI’24) 59.2 68.8 61.8 39.8 50.1 50.8 778 95.4 50.7 64.0 78.2 95.6 56.5 85.7 81.3 96.1 64.5 74.5
0.5 SAFE (KDD’25) 83.2 93.6 90.3 96.0 81.7 94.6 98.6 100.0 652 89.7 90.9 98.3 97.5 99.8 98.6 100.0 88.2 96.5
C2P-CLIP (AAAI'25)  73.1 922 68.0 68.1 73.6 93.5 922 99.4 65.0 87.9 66.2 95.8 824 98.5 89.1 99.1 76.2 91.8
» FALCON-Net (our) 86.2 94.4 96.5 99.0 89.0 98.3 99.0 100.0 963 99.3 87.9 974 98.6 99.9 99.0 100.0 | 94.1 98.5
NPR (CVPR24)* 85.0 98.9 91.5 100.0 743 99.2 99.9 100.0 925 100.0  100.0  100.0 97.3 99.9 99.7 100.0 925 99.7
MI_Net (AAAI’24)* 75.8 83.3 61.5 424 492 477 96.7 99.1 60.1 87.3 97.0 98.9 84.2 95.2 97.8 99.5 77.8 81.7
15 SAFE (KDD’25) 77.8 97.3 99.1 100.0  89.8 99.9 100.0  100.0 719 100.0 947 99.9 93.8 100.0 100.0 100.0 | 90.9 99.6
C2P-CLIP (AAAI'25) 674 96.3 64.3 58.0 62.5 92.6 914 99.9 725 97.5 77.6 99.7 63.9 99.4 83.1 99.8 72.8 929
FALCON-Net (our) 91.8 99.6 99.6  100.0 949 99.9 1000 1000 958 1000  89.4 99.8 99.7 1000 100.0  100.0 | 96.4 99.9
NPR (CVPR’24) 54.2 60.0 71.3 68.5 64.0 77.2 51.2 527 62.6 75.6 36.2 59.9 54.1 62.9 57.7 67.6 56.4 65.5
MI_Net (AAAI’24) 524 472 38.0 30.6 509 44.0 45.1 472 517 516 65.5 70.1 53.7 45.4 49.7 383 50.9 46.8
70 SAFE (KDD’25) 553 57.6 63.4 50.8 61.3 61.4 42.6 433 54.4 549 325 522 48.0 475 61.2 63.0 523 538
C2P-CLIP (AAAI’25) 51.1 81.0 63.7 80.2 52.7 90.0 50.0 92.2 57.4 95.5 36.0 71.3 50.0 50.8 50.0 77.4 514 79.8
FALCON-Net (our) 583 623 742 70.9 733 79.6 56.4 60.3 63.7 704 39.1 61.7 64.8 70.9 68.5 EEA 623  69.2
NPR (CVPR24) 56.0 59.9 74.5 727 732 83.6 67.2 76.7 66.1 76.4 359 579 60.3 69.6 60.8 70.4 61.8 70.9
MI_Net (AAAI’24) 523 55.6 62.3 425 512 555 60.2 753 50.1 527 40.8 68.2 65.0 80.8 59.1 74.5 55.1 63.1
80 SAFE (KDD’25) 54.1 537 70.4 59.6 66.6 69.0 65.5 66.2 52,6 515 354 558 58.1 60.2 63.6 68.6 583 60.6
C2P-CLIP (AAAT’25) 520 84.7 64.5 82.9 55.8 92.5 50.0 95.6 60.8 97.2 36.2 72.9 50.0 55.9 50.0 81.8 524 82.9
JPEG Compression FALCON-Net (our) 56.9 60.5 713 802 765 892 782 90.3 60.6 69.7 46.5 71.0 76.0 88.3 63.8 774 67.0 783
NPR (CVPR24) 56.7 593 2.4 66.5 739 80.6 61.5 66.7 76.0 84.0 72.0 80.7 36.9 56.6 64.8 L1 64.3 70.7
MI_Net (AAAI24) 54.0 66.6 70.0 75.7 65.2 87.4 49.1 39.0 78.0 94.9 49.9 54.0 35.1 58.5 50.3 58.5 56.5 66.8
85 SAFE (KDD’25) 553 571 783 80.7 739 85.0 81.3 912 56.5 59.8 42.0 66.6 792 90.0 744 86.1 67.6 77.1
C2P-CLIP (AAAI'25) 534 85.5 65.2 80.5 56.2 92.0 51.3 95.5 63.9 974 36.4 76.6 50.0 57.8 50.2 86.8 53.3 84.0
FALCON-Net (our) 60.0 658 84.7 88.0 832 923 89.8 97.0 59.1 64.6 41.5 72.1 83.7 92.5 84.8 93.3 74.1 83.2
NPR (CVPR24) 59.7 62.7 789 80.1 84.2 913 792 872 80.2 88.8 80.0 878 36.9 56.8 66.0 2.8 70.6 784
MI_Net (AAAT’24) 54.0 66.7 64.3 62.0 52.5 75.0 55.8 87.9 54.4 78.8 51.0 66.9 39.4 73.7 54.9 82.9 533 74.2
92 SAFE (KDD’25) 559 56.9 88.5 92.5 82.9 92.6 89.9 96.7 61.8 70.1 44.6 69.6 88.9 96.3 88.6 95.7 75.1 83.8
C2P-CLIP (AAAI’25)  52.5 85.5 64.1 81.2 543 93.4 51.0 97.3 61.5 98.3 36.2 74.3 50.0 62.8 50.0 88.8 524 852
FALCON-Net (our) 61.4 67.1 84.2 88.6 83.5 934 94.8 99.1 559 65.1 539 79.7 88.8 96.1 92.0 974 76.8 85.8

achieves 17.7% higher ACC, though its AP is slightly lower TABLE IX

by 3.9%. Collectively, these results further confirm FALCON-
Net’s outstanding performance in handling JPEG compression.

These results indicate that the strength of low-level features
lies in their model-agnostic nature. Unlike high-level cues
that may depend more on semantic content or generator-
specific artifacts, the proposed INP and LVP modules focus on
acquisition-related residual traces and local intensity-relation
statistics, which are more closely tied to the intrinsic differ-
ence between real imaging pipelines and synthetic generation
processes and thus transfer better across unseen generators.
Meanwhile, the robustness results suggest that these cues
remain effective under common post-processing operations
such as Gaussian blur and resizing, where useful local struc-
tures are still largely preserved. However, the performance
degradation under JPEG compression also reflects the inherent
trade-off of this design: once strong lossy compression sup-
presses high-frequency residuals and weakens local variation
patterns, part of the discriminative low-level forensic evidence
is inevitably reduced.

H. Evaluation of the Hyperparameter a on INP Module

The hyperparameter @ in Equation (5) is crucial for the
performance of our Intrinsic Noise Pattern Isolation (INP)
module, as it controls the sensitivity of the adaptive threshold
T. This threshold determines which high-frequency compo-
nents are preserved as part of the device fingerprint. To
determine the optimal value of @, we conduct a sensitivity
analysis by evaluating the model’s performance across a range
of a values. Specifically, we test @ from 0.00 to 4.00, and
evaluate the overall performance using the mean Accuracy
(ACC) and mean Average Precision (AP) across all 29 test
subsets.

PERFORMANCE EVALUATION WITH DIFFERENT VALUES OF THE HYPER-
PARAMETER « IN THE INP MODULE. ALL RESULTS ARE REPORTED AS
THE MEAN ACC AND MEAN AP ON THE 29 SUB-TESTSETS. THE
BEST PERFORMANCE IS HIGHLIGHTED IN BOLD

o Mean ACC.of Mean AP.of
29 sub-testsets 29 sub-testsets
4.00 92.8% 97.3%
3.00 92.9% 97.4%
2.00 92.9% 96.5%
1.50 93.1% 97.2%
1.00 93.3% 97.4%
0.85 93.4% 97.1%
0.55 92.8% 96.8%
0.25 93.4% 97.1%
0.00 93.3% 97.1%
0.65(best) 93.6% 97.3%

a) CAM of Fake

b) CAM of Real

Fig. 4. CAM visualization for real and generated images.

The results of this evaluation are presented in Table VIII.
As the data shows, our model achieves the best performance
when « is set to 0.65, reaching a Mean ACC of 93.6% and a
Mean AP of 97.3%. We observe that the model’s performance
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Fig. 5. t-SNE visualization of the high-dimensional features learned by FALCON-Net. Real images (blue dots) and fake images (red dots) form distinct and
well-separated clusters, demonstrating that our model can effectively distinguish between the two classes.

is relatively stable within a certain range, for instance, at @ =
0.85 and a = 0.25, the performance remains strong (93.4%
ACC). However, when « is set to a larger value such as 2, the
performance slightly degrades. In particular, when a > 2.00,
the Mean ACC drops to 92.8%-92.9%. This is likely because
an overly large @ leads to a high threshold T, which may filter
out some subtle but important fingerprint features. Based on
this empirical evidence, we select @ = 0.65 as the default value
for all experiments conducted in this paper to ensure optimal
performance.

L. Qualitative Analysis

To further explore the inner characteristics of FALCON-Net,
we conduct a qualitative analysis using Class Activation Map
(CAM) visualizations [58], with data sourced from Midjourney
and DALLE. As presented in Fig. 4, the CAMs for real images
highlights broader regions of the image, whereas the CAMs
for Al-generated images focus on more local forged areas.
These observations provide strong evidence of FALCON-Net
to effectively identify and localize generation artifacts, show-
casing its robustness and precision in distinguishing between
real and generated content.

Additionally, we visualize the feature vectors derived from
the final layers of our model and the backbone model using t-
SNE [59] as shown in Fig. 5. For images generated by DALLE,
ADM, Stargan, Glide50 27, Glide100 10, Glidel00 27,
ldm 100, 1dm 200, LDM 200 cfg, our model shows a
smaller overlap between real and fake images in the feature
space, indicating better generalization ability.

V. CONCLUSION

This work proposes a novel Feature Aggregation for Local-
ized Context and Noise Network (FALCON-Net) to expose
generation artifacts in Al-generated images. Instead of pursu-
ing ephemeral, model-specific artifacts, it establishes a new
detection paradigm by targeting fundamental flaws inherent
to all digital synthesis, the absence of device-specific sensor

noise and the presence of unnatural local patterns. The INP
module leverages frequency domain transformation and high-
frequency enhancement techniques to isolate and amplify
device-specific noise patterns, effectively capturing subtle dis-
crepancies caused by the absence of physical sensor noise
in generated images. Meanwhile, the LVP module employs
directional encoding of intensity variations within local pixel
neighborhoods, revealing unnatural regularities and reduced
complexity in the spatial structures of generated images.
Together, these modules work synergistically to extract and
learn critical forensic cues that differentiate real and generated
images. Experimental results demonstrate that FALCON-Net
exhibits strong generalization in detecting various gener-
ative models and unseen data distributions. Furthermore,
FALCON-Net illustrates robustness against post-processing
operations. Nevertheless, FALCON-Net is less effective for
partial manipulations such as DeepFake face swapping. Since
the INP module extracts frequency-domain noise patterns
globally, the real sensor fingerprints preserved in non-
manipulated regions may obscure the fake signal from the
swapped face region. Future work will explore attention mech-
anisms to better focus on manipulated regions.
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