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Face Forgery Detection via Multi-Feature Fusion
and Local Enhancement
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Abstract—With the rapid growth of Internet technology, se-
curity concerns have risen, particularly with the prevalence
of Deepfakes, a popular visual forgery technique. Therefore,
there is necessary to research more powerful methods to detect
Deepfakes. However, many Convolutional Neural Networks-based
detection methods struggle with cross-database performance,
often overfitting to specific color textures. We observe that image
noises can weaken the influence of color textures and expose the
forgery traces in the noise domain. This is because tampering
techniques, when altering face images, disrupt the consistency of
feature distribution in the noise space. And the forgery traces
in the noise space are complementary to the tampering artifacts
present in the image space information. Therefore, we propose
a novel face forgery detection network that combines spatial
domain and noise domain. Our Dual Feature Fusion Module
and Local Enhancement Attention Module contribute to more
comprehensive feature representations, enhancing our method’s
discriminative ability. Experimental results demonstrate supe-
rior performance compared to existing methods on mainstream
datasets. https://github.com/jhchen1998/DeepfakeDetection.

Index Terms—Deepfakes, Face Forgery Dection, Spatial do-
main, Noise domain.

I. INTRODUCTION

EEPFAKES is the combination of the words “Deep”

and ”Fakes”, it has become an iconic word of face
forgery technology. People can replace the face of the target
character with the face of another person, in the correspond-
ing position within a video, using Deepfakes technology to
create a fake video with the target character’s face. As Deep
Generative Models show strong generative ability, they are
gradually used in face tampering. In the current era of the
internet, countless videos are uploaded daily, including many
fake videos. Such a trend may cause several security issues
and problems. Therefore, researchers active in the field of
facial forgery have begun to explore methods of detecting
DeepFake videos. Early Deepfake detection research mainly
relied on traditional images and videos processing techniques,
such as Discrete Fourier Transform (DFT), Local Binary Pat-
terns (LBP), steganographic feature analysis. Although these
methods can detect Easydeepfakes, as Deepfake technology
advances, the traditional detection techniques lose efficiency

This work was funded in part by the National Natural Science Foundation
of China under Grant 62172059,62272160, U22A2030 and 61972142, in part
by Scientific Research Fund of Hunan Provincial Education Department of
China under Grant 22A0200. (Corresponding author: Xin Liao)

Dengyong Zhang, Jiahao Chen, Feng Li and Jiaxin Chen are with School
of Computer and Communication Engineering, Changsha University of Sci-
ence and Technology, Changsha 410004, China (e-mail: zhdy @csust.edu.cn;
cjh_160188 @stu.csust.edu.cn; lif @csust.edu.cn; chenjiaxin@hnu.edu.cn).

Xin Liao and Gaobo Yang are with Hunan University, Changsha 410082,
China (e-mail: xinliao@hnu.edu.cn; yanggaobo@hnu.edu.cn).

and effectiveness, causing a shift towards deep learning-based
detection methods.

Deep learning provides a promising pathway to address this
challenge. Recently, face forgery detection methods [1]-[7]
based on deep learning have made remarkable progress by
mining forgery clues using Convolutional Neural Networks
(CNNs) on mainstream datasets, such as the FaceForensics++
(FF++) dataset [8]. But face forgery detection methods based
on deep learning struggle to achieve satisfactory performance
under cross-datasets conditions due to overfitting to spe-
cific color textures. Nonetheless, researchers have proposed
frequency-based detection methods, such as using Discrete
Cosine Transform (DCT) and DFT, to detect forgery clues
in the frequency domain space [9], [10].

Some previous articles [11], [12] considered Deepfake
detection from the perspective of the noise domain because
noise information can highlight more subtle forgery traces.
These forgery clues in the noise space cannot be directly
detected in the spatial domain. However, the consistency of
features in the original image is destroyed during the fake
image generation process, leaving unique traces in the noise
space. By incorporating high-frequency noise, researchers can
eliminate the original color texture of the image and reveal
hidden forgery traces. Therefore, utilizing noise features for
face forgery detection is an essential research direction.

In this paper, we propose a general face forgery detection
method that enhances detection ability by combining high-
frequency noises and spatial information. To better fuse these
two types of information and make use of their complemen-
tary nature, we design a Dual Feature Fusion Module. This
module combines high-frequency noise information obtained
through Steganalysis Rich Model (SRM) with spatial texture
information obtained by CNNs to gain a more informative
feature representation. We also propose a Local Enhancement
Attention Module to help the model focus on and highlight
tampering traces in order to achieve better detection results.

II. RELATED WORK

Historically, earlier methods of facial manipulation fre-
quently lead to clearly discernible forged artifacts. This
has consequently driven the creation of numerous detection
methods aimed at identifying anomalies within the spatial
domain [13]-[20]. Haliassos et al. [13] believed that fake
videos have flaws in the coherence of lips. Jung et al. [14]
proposed a method to detect fake videos based on human
eye blinking pattern. Yu et al. [17] constructed a dual-stream
prediction network to alleviate the issues of feature omission
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Fig. 1. Overview of the proposed method. Our proposed network structure utilizes a two-stream architecture that mines tampering traces in both the spatial
and noise domain. Specifically, we use EfficientNet to extract spatial information, with EfficientNet_Layerl, EfficientNet_Layer2 and EfficientNet_Layer3
representing the three parts of EfficientNet. Learnable SRM filters are employed to learn noise information. Convl and Conv2 represent the convolution
operation with a convolution kernel size of 3x3 and a stride of 2. Figure (a) represents Dual Features Fusion Module, and figure (b) represents Local

Enhancement Attention Module.

and redundancy. Zhao et al. [18] extracted texture information
through spectral analysis and integrated it with RGB features
to enhance detection performance.
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Fig. 2. Three SRM filters with fixed weights are utilized to initialize the
parameters of the learnable SRM filters. Figure (a), (b) and (c) represent
three filters with different parameter settings.

As tampering technology continues to evolve, these algo-
rithms will gradually lose their detection ability as flaws are
repaired. And some researchers have begun to apply various
CNNs methods to min forged artifacts [1], [2], [15], such as
Xception [1] and EfficientNet [2].

Researchers are not only leveraging spatial features but
also integrating CNNs and Visual Transformers [21] with
frequency domain features. Some researchers [9], [11], [19],
[22], [23] have identified that tampering leaves certain features
in the frequency domain, which cannot be observed directly in
the RGB image but can be acquired through spectrum analysis.
For example, Qian et al. [9] and Wu et al. [22] utilized DCT
to extract frequency domain features for detection. Luo et
al. [23] and Zhou et al. [11] observed that image noises can
improve the detection ability for face forgery detection. And
Liu et al. [19] proposed a network architecture that integrates
local related features and frequency information to uncover
forgery patterns, enhancing detection performance using the
multi-feature enhancement module.

III. OUR APPROACH

A. Overview

We propose a method that adopts a fusion approach to
extract features by combining spatial information flow and
noise information flow. The proposed network structure is
shown in Fig. 1. We adopt EfficientNet [2] as the backbone
network for extracting spatial features, and we use learnable
SRM filters to extract noise features. Our learnable SRM
filters are initialized with three fixed kernels, whose weights
are shown in Fig. 2. To achieve better integration of high-
frequency noise information with spatial information, we have
designed the Dual Features Fusion Module (DFFM) to assist
in the fusion of information. DFFM enables us to retain
the original feature information while incorporating the high-
frequency noise information we extracted into the features.

After fusing spatial and noise information, we enhance the
resulting features by Local Enhancement Attention Module
(LEAM). LEAM captures long-range dependencies using self-
attention mechanisms to increase the expressive power of local
features. In LEAM, we use two Bi-Level Routing Attention
mechanisms to extract features, each with a different patch
size. Extracting features at various scales increases the richness
of the features. Afterwards, we further pass the enhanced
features to the backbone and perform classification at the end.

B. Dual Feature Fusion Module

We propose the Dual Feature Fusion Module to fuse noise
information and spatial information, thereby obtaining a more
informative feature representation. The structure diagram is
shown in Fig. 1 (a). DFFM takes two input features: RGB
features X, from the spatial stream and noise features
X,oise from the noise stream. For noise features X,,pise, W€
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TABLE I
THE EVALUATION OF VARIOUS DETECTION METHODS ON FACEFORENSICS++ AND FACESHIFTER DATASETS. BEST RESULTS ARE MARKED IN BOLD.

Methods FF++ (HQ) FF++ (LQ) FaceShifter (HQ) FaceShifter (LQ)
ACC AUC ACC AUC ACC AUC ACC AUC
Meso-4 [15] 50.02% 63.72% 50.47% 62.70% 70.20% 88.52% 57.06% 73.42%
Mesolnception-4 [15] 56.46% 88.90% 60.55% 73.74% 88.40% 99.07% 82.41% 95.44%
Xception [1] 94.04% 98.42% 76.35% 87.34% 96.64% 99.75% 93.56% 98.17%
GramNet(resnet18) [16] 91.91% 97.75% 72.77% 85.37% 97.51% 99.62% 92.80% 97.59%
GocNet [24] 92.17% 97.65% 75.77% 85.56% 97.67% 99.53% 90.70% 96.73%
RFM [25] 93.62% 98.53% 75.67% 87.18% 98.03% 99.70% 93.16% 98.46%
EfficientNet-B4 [2] 93.19% 98.77% 76.60% 89.09% 97.41% 99.76% 93.36% 98.53%
M2TR [21] 94.08% 98.43% 72.73% 89.23% 97.80% 99.65% 92.69% 98.38%
GFFD [23] 92.22% 98.44% 75.52% 86.36% 96.09% 99.70% 91.81% 98.23%
Ours 94.14% 98.78 % 79.58% 89.93% 98.67% 99.83% 94.07 % 98.48%
perform a series of operations to obtain the attention map TABLE 11

Attpoise- These operations can be expressed as:
Attpoise = 0 (Convl (Re (Convl (Mean (Xnoise))))) (1)

Where Mean denotes a average operation in the channel
dimension. Conwv1 has a stride of 1 and a kernel size of 1. Re
is RELU activation function, o is the sigmoid function. After
obtaining the attention map provided by the noise information,
we then multiply this attention map with the input of the spatial
stream to obtain a new feature map X; gb- This step can be
expressed as:

X;«gb = Xrgb @ Attnmlse (2)

Where () represents the Hadamard product, and we splice
the new feature map X;gb with the original feature map in
the RGB stream according to channel dimension. Then, we
use a 1 x 1 convolutional layer to obtain a feature X pusion
that combines RGB and noise information. This step can be
expressed as:

X fusion = Re (BN (Convl (Cat (Xrgb, X;,gb)))> 3)

Where Cat represents the concat operation, and BN rep-
resents Batch Normalization. The main purpose of this step is
to fuse the noise features with the RGB features, resulting in
a fusion feature map that has a more enriched representation
of features. After obtaining the fusion feature Xjrygion, We
perform channel attention on it to obtain a new feature map

X}usion' This operation can be expressed as:
Att pysion = 0 (Convl (Re (Convl (Mean (X usion)))))
, @)
Xfus’ion = Xfusion @ Attfusion (5)

After performing the above series of operations, we obtain
the feature map X }usion that combines the noise features with
the Spatial features. We then add the X }usion to the original
feature to get the final feature X f;,,,;. Finally, we send X f;,,q;
to the backbone network for further processing, this step can
be expressed as:

Xfinal = Xrgb + X}usion (6)

CROSS-DATASET EVALUATION RESULTS ON CELEB-DF, DFDC AND
WILDDEEPFAKE DATASETS.

Testing Set (AUC)

Methods Training Set
Celeb-DF DFDC WildDeepfake

Meso-4 [15] FF++ (HQ) 58.31% 49.31%  68.51%
Mesolnception-4 [15] FF++ (HQ) 56.70% 54.32%  62.85%
Xception [1] FF++ (HQ) 62.61% 66.84%  70.41%
GramNet(resnet18) [16] FF++ (HQ) 66.31% 65.97%  70.05%
EfficientNet-B4 [2] FF++ (HQ) 66.44% 66.60%  70.73%
RFM [25] FF++ (HQ) 65.21% 67.33%  72.99%

MSFRNet [17] FF++ (HQ) 69.84% - -
F3-Net [9] FF++ (HQ) 65.17% 57.87%  60.49%
M2TR [21] FF++ (HQ) 66.04% 69.00%  71.69%
Ours FF++ (HQ) 69.84% 71.28%  73.04%

C. Local Enhancement Attention Module

In order to improve the expressive ability of local features,
some scholars previously proposed the use of self-attention
to capture long-range dependencies in images [26]. Based
on these studies, we propose a Local Enhancement Attention
Module (LEAM). This module enables improved represen-
tation of local features. We integrate two Bi-Level Routing
Attention (BRA) [27] of different scales into LEAM. BRA
is a sparse attention mechanism that utilizes a self-attention
mechanism and dual routing mechanism for dynamically se-
lecting the most relevant adjacent feature regions. Its structure
is shown in Fig. 3, and the structure of LEAM is shown in
Fig. 1 (b). The basic idea is to partition the input feature map
into multiple regions and then enable each region to adaptively
select the most relevant adjacent regions while filtering out the
irrelevant regions.

Assuming we are given a feature map input X € R#XWxC/
we first divide it into S x S non-overlapping regions, each
region contains IQQV feature vectors. In this paper, we set the
size of the non-overlapping region of two BRA mechanisms
to 4 x4 and 7 x 7, and S is % W respectively.

and -
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Fig. 3. The structure of Bi-Level Routing Attention. MM is the matrix
multiplication function.

. S2x LW
Thus, we obtain a reshaped feature map X" € R 527
And then, we proceed to linearly map to obtain the re-
quired Q, K,V € R® XI5 %C Next, we obtain regional-level
queries and keys Q", K" € R® %0, respectively by computing
the regional-level averages of (), K. We can construct the
adjacency matrix A" € R xS of a region-to-region directed
graph, by performing matrix multiplication between Q)" and
the transpose of K":

A" =Q" x (K")T ()

The adjacency matrix A" reflects the degree of semantic
correlation between two regions in the feature map, based on
which we select the top-k relevant regions for each region.
Specifically, we obtain the routing index matrix I € NS°**
by performing the top-k operation row-by-row on A":

I" = topkIndex (A") (8)

The i-th row of I"” contains the index of the k regions that are
most related to the i-th region. For each query token in the
region i, we use the attention mechanism to attend to all key-
value pairs that are located in the union of the top-k routed
regions, denoted by I(’;,l), I&,Q), . ,I(Ti73):

K9 = gather (K,I") 9)
V9 = gather (V,I") (10)

2 EHW.
where K9, V9 € R® 52 % are the key-value features

we gathered, and finally we can perform attention calculation
on these features, thus obtain the feature Out :

Q x (K9)"
JC

Output = Softmax x VI an

IV. EXPERIMENTS
A. Implementation Details

We adopt the Pytorch framework to implement our proposed
method and train the model on an NVIDIA 3060 GPU.
The input image size of our method is 224x224, and the
backbone network is EfficientNet. We use the AdamW to
optimize our network and choose the binary cross-entropy
loss as our loss function. We set the initial learning rate to
0.0004. In the process of training, the learning rate will be
reduced by 20% every two epochs. The minimum learning

TABLE III
CROSS-METHOD EVALUATION RESULTS ON FF++ (LQ) DATASET.

Training Testing Set (AUC)
Methods

Set DF F2F FS NT
EfficientNet [2] 98.63%  60.55% 59.65%  60.87%
DF GramNet [16]  98.19% 57.05% 62.80% 57.04%
GFFD [23] 97.87% 61.09% 59.57% 62.41%
Ours 98.74% 62.17% 64.10% 61.84%
EfficientNet [2] 70.60% 95.10% 58.21% 61.74%
OF GramNet [16]  61.26% 92.77% 54.19% 58.73%
GFFD [23] 68.35% 93.32% 55.63% 61.31%
Ours 67.30% 9541% 58.45% 59.36%
EfficientNet [2] 71.90% 59.79% 97.98% 51.04%
S GramNet [16]  73.43% 57.56% 96.15% 51.93%
GFFD [23] 66.80% 54.97% 96.31% 51.14%
Ours 77.73%  56.55% 98.15% 53.20%
EfficientNet [2] 71.92% 68.19% 51.62% 86.89%
NT GramNet [16]  68.67% 69.35% 48.55% 83.44%
GFFD [23] 74.47%  67.19% 53.66%  83.96%
Ours 7491% 69.711% 53.75% 87.23%

rate is set to 0.00004. The batch size is set to 12 and the
model is trained for 50 epochs. The training parameters for
our method are set at 17.6 M, and the training time for 50
epochs is approximately 43 hours. To evaluate our method, we
utilize current mainstream face forgery detection datasets, such
as FaceForensics++ (FF++) [8], FaceShifter [28], Deepfake
Detection Challenge dataset (DFDC) [29], Celeb-DF [30] and
WildDeepfake(Wild-DF) [31].

B. Performance Evaluation

1) Evaluation on FaceForensics++ dataset: We conduct
experiments on the HQ and LQ subsets of the FaceForensics++
dataset. The experimental results are listed in Table 1. The
performance of our proposed method is significantly better
than other detection methods. In the HQ dataset, the videos
have high definition, and retain rich information for detection
due to the high image quality, making other methods effective.
However, our proposed method still achieve the maximum
Area Under Curve (AUC) of 98.78% and an Accuracy (ACC)
of 94.14%. Compared to the HQ dataset, the heavily com-
pressed LQ videos lose some low-level tampering artifacts,
making detection more challenging. As seen in Table I, the
performance of all methods drops significantly in this dataset,
but our method still outperforms the others, with an ACC of
79.58% and an AUC of 89.93%.

2) Evaluation on FaceShifter dataset: FaceShifter [28] is a
dataset of a single tampering method. There are some special
artifacts in the image that can be captured by CNNs. Therefore,
most detection methods have high classification performance.
The prediction results are reported in Table I. Our proposed
method still achieve the best performance. The AUC of HQ
subset and LQ subset are respectively 99.83% and 98.48%.
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TABLE IV
ABLATION RESEARCH OF SEVERAL MODULES ON FF++ (LQ).

Models ACC AUC
Spatial Stream 76.60% 89.09%
Noise Stream 77.87% 89.19%
Noise Stream + LEAM 76.87% 89.36%
Spatial Stream + LEAM 77.54% 89.66%
Spatial + Noise + DFFM 77.03% 89.83%
Spatial + Noise + DFFM + LEAM 79.59% 89.93%

This experimental data demonstrates the effectiveness of our
proposed method.

TABLE V
COMPUTATIONAL COMPLEXITY COMPARISON RESULTS IN TERMS OF
PARAMS AND FLOPS.

Methods Params FLOPs
EficientNet-B4 [2] 175 M 1.6 G
Xception [1] 221 M 46 G
GFFD [23] 532 M 13.8 G
GramNet [16] 11.7 M 23G
M2TR [21] 38.0M 46 G
Ours 17.6 M 20G

C. Generalization Ability Evaluation

1) Generalize from one dataset to another: To verify the
generalization performance of our proposed method, We train
the models on the HQ subset of the FF++ dataset and evaluate
the models on the test sets of Celeb-DF, DFDC and Wild-
DF, and the results are shown in Table II. For the Celeb-
DF, DFDC and Wild-DF datasets, it can be observed that the
detection results of all methods have a significant decline. We
think this is because the differences of forgery methods, and
the more complex scenes. Nonetheless, our proposed method
outperforms other methods, indicating that combining high-
frequency noise with spatial features can effectively improve
the generalization ability of the model.

2) Generalize from one method to another: Since the
generation ability is crucial for face forgery detection tasks,
we conduct a series of generalization experiments on the FF++
(LQ) dataset, which contains fake images generated by four
different tampering techniques: Deepfakes (DF), Face2Face
(F2F), FaceSwap (FS), and NeuralTextures (NT). We select
one of the methods for training and test on other methods. The
experimental results are shown in Table III. We can observe
that the generalization performance of our proposed method is
generally better than EfficientNet, GramNet and GFFD. This
is because our method utilizes spatial information and high-
frequency noise in the image, and enhances the fused features.

D. Ablation Study

In order to systematically illustrate the effectiveness of each
module in our proposed method, we conduct a series of exper-
iments on the FF++ (LQ) dataset, with the AUC metric used

Backbone

Backbone
+LEAM

Backbone

+DFFM ‘8 .
- L

Our method B

Fig. 4. The Grad-CAM visualization for forged faces on FF++ dataset, and
the red boxes denote areas that previous methods failed to notice.

to evaluate performance. The experimental results are listed in
Table I'V. Spatial stream refers to using the RGB image as the
input for the backbone network, while Noise stream refers to
using high-frequency noise information for supplementation.
Use of the Noise stream alone means the noise image was
used as the input for the backbone network. The experiments
reveal that spatial and noise information together yielded better
results than using either alone, confirming the complementary
nature of the two modalities. As shown in Table IV, as we
add different modules to the network, the AUC metric keeps
improving. Experimental results demonstrate the effectiveness
of our proposed modules.

E. Evaluation of computational cost

We conduct a comparison of computational cost to gain a
deeper understanding of our method’s performance in detec-
tion efficiency. Specifically, we analyze the model’s number
of parameters (Params) and the number of floating-point
operations (FLOPs), two metrics that directly reflect the neural
network model’s complexity in both space and time. As shown
in the Table V, our comparison includes commonly used base-
line networks in DeepFake detection, such as EfficientNet and
Xception, as well as advanced detection methods like Gram-
Net, M2TR, and GFFD. To ensure fairness in the comparison,
all evaluations are conducted under the same experimental
conditions, with the input image size set at 224x224x3. The
data from the table reveal that, since the baseline networks
serve only as classification models without any reconstruction
framework or additional modules designed specifically for
DeepFake detection, they have lower parameter counts and
floating-point operation numbers, which also account for their
poor performance in Deepfake detection. Compared to Effi-
cientNet, our model shows an increase of 0.1M in Params and
0.4G in FLOPs, primarily due to the introduction of our new
Dual Feature Fusion Modul and Local Enhancement Attention
Modul. However, in comparison to GramNet, M2TR, and
GFFD, our method requires fewer parameters and FLOPs,
demonstrating an advantage in computational efficiency.

E. Visualization

To observe the regions where our proposed method pays
attention when facing different tampering methods, we employ
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Gradient-weighted Class Activation Mapping (Grad-CAM)
[32] to generate heat maps presented in Fig. 4. In these heat
maps, warm color denotes the regions that are sensitive to
the prediction. Trained on FF++(HQ), both Backbone and our
proposed method can effectively concentrate on the tampered
regions of faces created by the four tampering techniques.
And we also visualize the DFFM and LEAM proposed in this
article, as shown in Fig. 4, our method demonstrates a more
comprehensive focus area when we adopt two modules.

V. CONCLUSIONS

In this paper, we identify forgery traces that are often
challenging to detect in the noise space. These local noise
inconsistencies are found to be complementary to the tamper-
ing artifacts in spatial domain. Based on this, we propose a
novel face forgery detection method and design two functional
modules: Dual Feature Fusion Module and Local Enhanced
Attention Module. These modules help us extract more infor-
mative features and effectively leverage the complementarity
between different modal features. To evaluate the perfor-
mance of our proposed method, we conduct comprehensive
experiments on various mainstream datasets. Compared to the
competing methods, our approach demonstrate outstanding
forgery detection and generalization abilities.
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