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Abstract
Deepfake techniques pose a significant threat to personal privacy and social security. To mitigate these risks, various defensive
techniques have been introduced, including passive methods through fake detection and proactive methods through adding
invisible perturbations.Recent proactivemethodsmainly focus on facemanipulation but performpoorly against face swapping,
as face swapping involves the more complex process of identity information transfer. To address this issue, we develop
a novel privacy-preserving framework, named Anti-Fake Vaccine, to protect the facial images against the malicious face
swapping. This new proactive technique dynamically fuses visual corruption and contentmisdirection, significantly enhancing
protection performance. Specifically, we first formulate constraints from two distinct perspectives: visual quality and identity
semantics. The visual perceptual constraint targets image quality degradation in the visual space, while the identity similarity
constraint induces erroneous alterations in the semantic space. We then introduce a multi-objective optimization solution to
effectively balance the allocation of adversarial perturbations generated according to these constraints. To further improving
performance, we develop an additive perturbation strategy to discover the shared adversarial perturbations across diverse
face swapping models. Extensive experiments on the CelebA-HQ and FFHQ datasets demonstrate that our method exhibits
superior generalization capabilities across diverse face swapping models, including commercial ones.

Keywords Face privacy · Face swapping · Generative adversarial perturbation

1 Introduction

Personal privacy and social security face a significant threat
from powerful Deepfake techniques (Juefei-Xu et al., 2022;
Thambawita et al., 2021). One prominent application of
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Deepfakes is face swapping (Nirkin et al., 2019; Rosberg et
al., 2023; Jiang et al., 2023),whichplays a crucial role andhas
wide applications in the film industry and computer games.
Face swapping aims to create a deceptive image that com-
bines the identity of a source facial image with the attributes
of a target facial image, such as the background, pose, and
expression. Existing technologies can produce remarkably
realistic and natural synthetic results, as shown in the first
and third rows of Fig. 1. As this technology becomes more
accessible, malicious actors can easily and quickly create
unauthorized fake photos, videos, and GIFs of individuals,
often without extensive expertise. The presence of a victim’s
identity in fake videos could mislead the public, causing sig-
nificant damage to the victim’s reputation. Additionally, face
swapping can effectively foolmany facial livenessAPIs, pos-
ing further security risks (Teotia et al., 2022). Thus, it is
critical for individuals to have tools to safeguard their facial
images shared on social media to prevent potential exploita-
tion by attackers.

In response to the aforementioned concerns caused by
Deepfakes, existing research has mainly focused on pas-
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sive defense techniques (Frank & Holz, 2021; Ilyas et al.,
2023; Kim et al., 2021). Researchers have proposed various
impressive methods that have achieved considerably high
accuracy in distinguishing forged facial images or videos
from real ones. However, these methods primarily serve as
the ex-post forensic tools, and cannot provide reliable privacy
protection when individuals share their facial data. In recent
years, proactive defense techniques have emerged that add
adversarial perturbations to original facial image to defend
against Deepfakes (Ruiz et al., 2020; Wang et al., 2022;
Huang et al., 2022). These methods mostly draw inspiration
from previous adversarial attacks (e.g., FGSM (Goodfellow
et al., 2015), PGD (Madry et al., 2018)) to generate imper-
ceptible adversarial perturbations through gradient-based or
optimization-based strategies. When Deepfakes are applied
to facial images with added perturbations, the results often
exhibit visually noticeable artifacts.

Essentially, these proactive defense methods create adver-
sarial examples to defend against deepfake models by
maximizing the pixel-level distance between the perturbed
output and the original output. However, their performance
against face swapping models could be quite unsatisfac-
tory: 1) Insufficient protection. Face manipulation directly
modifies the facial region in the source image, and existing
methods can effectively counter this approach (Huang et al.,
2021, 2022). However, face swapping involves the transfer
of identity information, a more complicated process where
existing methods struggle (Wang et al., 2022). 2) Weak gen-
eralization. Current approaches are often trained on specific
deepfakemodels, resulting in poor performancewhen attack-
ers change deepfake models (Ruiz et al., 2020).

When analyzing these vulnerabilities, a significant insight
arises: existing methods primarily capture adversarial gra-
dients that rely solely on pixel-level visual corruption,
overlooking the content-level identity transfer inherent in
face swapping. Inspired by this, we aim to enhance perfor-
mance through a dual degradation mechanism targeting both
visual quality and identity semantics. To this end, we pro-
poseAnti-Fake Vaccine, a face privacy preserving framework
that helps individuals protect their images from unauthorized
face swapping by generating erroneous image content. Our
method forces the deepfakemodels, whether used or not used
in generating protective noise, to incorporate deceptive visual
elements when creating forgeries. For example, a user who
wants to share personal photos on social media or the public
web can add small, imperceptible alterations to their pho-
tos before uploading them. If these photos are collected by
a third-party attacker and used to produce deepfakes, the
images with injected protective noise would result in the
model producing erroneous swapped results. Figure1 illus-
trates our proposed face protection method. In summary, the
introduced Anti-Fake Vaccine aims to achieve three primary
goals: imperceptible perturbations to human eyes, signif-

Fig. 1 Anti-Fake Vaccine protects user privacy by injecting adversarial
perturbations into their online photos, effectively countering the threats
posed by malicious Face Swaps. Different from the prior methods that
rely on pixel-level distance regularization to generate the perturbations,
our method introduces a dual degradation mechanism targeting both
visual appearance and identity semantics. This mechanism significantly
improve the protection performance. The red boxes denote the raw
image online, while the green boxes represent the protected images,
which are injected with protective noise imperceptible to the human
eye. In this figure, We employ third-party systems from Alibaba, Baidu
and Tencent to perform the face swapping (color figure online)

icant reduced degradation performance of face swapping,
and effective against unseen face swapping models without
requiring prior knowledge.

Specifically, we built a generator to create the protective
noise that meets the above goals. The generator is optimized
using three key techniques. First, we formulate constraints
from two perspectives: visual quality and identity semantics.
The visual perceptual constraint operates in the visual space,
inducing noticeable degradation in the resulting outputs. The
identity similarity constraint operates in the semantic space,
preventing the reconstruction of individuals’ identities dur-
ing face swapping. Second, to achieve the optimality for these
two regularization terms,we introduce amulti-objective opti-
mization solution that adaptively adjusts weight parameters
at each iteration. Finally, to further improve the performance
against unseen deepfake models, we iteratively optimize the
perturbation generator using adversarial gradients frommul-
tiple face swapping models. This technique enables us to
create a compatible ensemble of adversarial attacks.

We conduct comprehensive experiments against six face
swappingmethods and three commercial APIs in a black-box
setting. The experimental results demonstrate the effective-
ness of our proposed method in terms of privacy protection,
image utility, and robustness against the third parties. Fur-
thermore, a detailed ablation analysis is provided to justify
the motivations behind our design.

Our main contributions can be summarized as follows.
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Table 1 A list of variables and
their descriptions

Variable Description

Iorg , Itar ∈ R
W×H×C The source face and the target face

I sw ∈ R
W×H×C The swapped face

Iprv ∈ R
W×H×C The protected source face

va ∈ R
W×H×C The protective noise Anti-Fake Vaccine

ε ∈ [1,∞) The maximum magnitude of the perturbation

I swprv ,I
sw
org ∈ R

W×H×C The original swapped face and the protected swapped face

λa ,λid ∈ (0, 1) The weight of two loss objectives

η ∈ (0, 1) The content boundary

θ The model parameters

∇θLa(θ),∇θLid (θ) The gradient of two loss objectives with respect of θ

ma ,mid ∈ (0, 1) The boundary constraint for two loss objectives

• Wedevelop anovel privacy-preserving framework, named
Anti-Fake Vaccine, to counter malicious face swapping
attempts on facial images. This framework exhibits a
strong generalization to unseen models and even com-
mercial APIs, while preserving the utility of the original
image through imperceptible pixel-level alterations.

• We introduce a dual degradation mechanism that dynam-
ically combines visual corruption and content misdi-
rection using a multi-objective optimization solution,
thereby maximizing privacy protection and generaliza-
tion capabilities.

• To further enhance generalization, we design an additive
perturbation strategy based on meta-learning to integrate
shared adversarial perturbations from two face swapping
models.

The remaining sections of the paper are organized as fol-
lows: Section 2 provides a comprehensive review of related
work. Section 3 introduces our privacy-preserving model,
detailing the key components and methodologies. Section 4
presents the experimental results from extensive evaluations
on different datasets. Section 5 offers the conclusions.

2 RelatedWork

2.1 DeepFake Creation

In recent years, deepfake techniques have made remarkable
progress, posing a potential threat to personal privacy and
social security. These methods could be broadly categorized
into two groups based on their intended forgery goals: face
manipulation and face swapping.

Face manipulation focuses on modifying facial attributes
such as age, expression, and hairstyle. The attribute editing
is commonly achieved using popular Generative Adversar-
ial Networks (GANs) like StyleGAN (Tov et al., 2021) and

InterfaceGAN (Shen et al., 2022). By incorporating attribute
labels into the training process, these GAN-based models
enable precise control over characteristics like hairstyle,
age, gender, and other facial attributes (He et al., 2019; Wu
et al., 2019; Li et al., 2021; Ververas & Zafeiriou, 2020).
Another approach within face manipulation is face reenact-
ment, which involves analyzing the driving face to capture
the facial expressions and movements, and mapping them
onto the source face (Thies et al., 2016; Wiles et al., 2018;
Tripathy et al., 2020). Face2Face (Thies et al., 2016) is
textcolorbluewell-known tool for this purpose, textcolorblue-
capable of generating high-quality facial reenactment videos
by aligning the facial features and expressions between the
driving and source faces.

Face swapping, a prominent framework within DeepFake
techniques, involves swapping the identity between a source
and a target facial image (Nirkin et al., 2019; Jiang et al.,
2023; Li et al., 2020; Liu et al., 2023b; Suwajanakorn et al.,
2017). Autoencoders and conditional GAN architectures are
commonly employed as fundamental components, enabling
the generation of convincingly realistic results. These meth-
ods are primarily identity-oriented, merging the identity
information from the source face with the target face images
or videos, and utilizing GANs to produce visually coher-
ent face-swapped content. These methods can be categorized
into two types based on their operation mode: target-oriented
face swapping and source-oriented face swapping.

The target-oriented face swapping methods use differ-
ent encoders to extract identity embeddings and attribute
embeddings, then gradually inject the identity embeddings
into the attribute embeddings to generate swapped faces.
FaceShifter (Li et al., 2020) designs a two-stage network
to merge target non-identity attributes with source identity
and refine the output. SimSwap (Chen et al., 2020) employs
weak feature matching loss to maintain target attributes and
achieve high-fidelity swapped faces. InfoSwap (Gao et al.,
2021) uses an information bottleneck to disentangle iden-
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Fig. 2 The overview of the proposed Anti-Fake Vaccine framework.
The upper part shows the pipeline for generating the protected images.
The generator, using the ResNet architecture, produces the adversarial
perturbations that are scaled to comply with a norm constraint. These

perturbations are then added to the original image and clipped to cre-
ate the protected image. The orange dashed line represents the gradient
flow. The lower part depicts the key components involved in the opti-
mization process (color figure online)

tity information. SmoothSwap (Kim et al., 2022) focuses
on identity space smoothness and applies a supervised con-
trastive loss to improve source identity preservation, albeit
at the expense of target attribute fidelity. MegaFS (Zhu et
al., 2021) leverages StyleGAN to produce high-resolution
images, while FSLSD (Xu et al., 2022) applies it for struc-
tural disentanglement. BlendFace (Shiohara et al., 2023)
focuses on mitigating attribute leakage issues in face swap-
ping. FaceDancer (Rosberg et al., 2023) proposes a one-stage
network that adaptively fuses attribute features and identity
features without requiring any additional face segmenta-
tion process. SelfSwapper (Lee et al., 2024) implements a
self-supervised training framework aimed at improving the
separation of identity and non-identity features.

The source-oriented face swapping methods incorporate
face reenactment models to warp the source image to match
the target’s pose and expression, and then blend it with
the target background to swap faces. DeepFaceLab (Liu et
al., 2023b) combines person-specific reenacted faces with
mask and color correction, leading to issues in preserving
facial shape and texture. Naruniec et al. (2020) achieve high-
resolution swapping results within this framework, while
Otto et al. (2022) enhance it using a differentiable 3D net-
work. FSGAN (Nirkin et al., 2019) integrates face swapping
and reenactment through a two-stage process, followed by a
face inpainting network to blend the reenacted source with
target images. E4S (Liu et al., 2023a) adopts a reenact model
to align the pose and expression between the target face and
the swapped face.

In these two types of deepfakes, face swapping mainly
transfers the identity of the victim into a target image with
an unknown scene, raising significant privacy or security
concerns to the individuals. In thiswork,we focus on privacy-
preserving strategies against face-swapping techniques.

2.2 DeepFake Passive Defense

Detectingwhether a facial image is real or fake by identifying
subtle differences is a straightforward approach to defending
against Deepfakes. Efforts in image or visual deepfake detec-
tion have focused on identifying specific artifacts introduced
by face forgery. Studies have shown that these subtle dif-
ferences can be observed in forgery both the spatial (Frank
& Holz, 2021; Wang et al., 2021) and frequency domain
(Qian et al., 2020). Zhao et al. (2021) introduce a multi-
attentional deepfake detection network, framing deepfake
detection as a fine-grained classification problem. Li et al.
(2021) propose a discriminative feature learning framework
to capture frequency cues, enabling the learning of more dis-
tinctive features with reduced optimization difficulty. Recent
works have explored intramodal inconsistency by compar-
ing source and forged images (Kim et al., 2021; Zhao et al.,
2021). Additionally, there have been efforts in multimodal
deepfake detection. Cheng et al. (2022) approach deepfake
detection from a voice-facematching perspective, leveraging
the intrinsic correlation between facial and audio cues. Ilyas
et al. (2023) propose an unified audio-visual detection frame-
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work based on modality dissonance and dense hierarchical
features.

Although some detection-based methods achieve consid-
erably high accuracy in ex-post forensics, they cannot be
applied to prevent the widespread dissemination of Deep-
fakes before they cause significant damage.

2.3 DeepFake Proactive Defense

Countermeasures designed to prevent the manipulation of
facial images have received significant attention in the past
two years (Ruiz et al., 2020; Huang et al., 2022; Ruiz et al.,
2023; Yang et al., 2021; Li et al., 2022). A similar study on
face image protection involves designing protective noise to
resist face recognition systems (Deb et al., 2020; Yang et al.,
2021; Sun et al., 2024). Yang et al. (2021) develop a method
that utilizes differentiable random image transformations to
generate adversarial faces with noticeable artifacts. Ruiz et
al. (2020) proposed a gradient-based method to attack facial
manipulation systems successfully in white-box settings,
protecting faces from being manipulated by specific models.
Yeh et al. introduce two types of adversarial attacks against
image translation GANs by utilizing a specially designed
adversarial loss function and gradient optimization (Yeh et
al., 2020). Huang et al. (2021) propose an defense framework
against face manipulation in black-box settings. This work
produces the perturbations by training a surrogate model,
however, it may face the challenge of finding a suitable
surrogate model when it is applied to defend against face
swapping. Recently, Wang et al. (2022) propose perceptual-
aware adversarial perturbations operating on the Lab color
space for both types of DeepFake.

However, existing proactive defense techniques provide
insufficient protection against face swapping and lack gen-
eralization ability across Deepfake models. In this work, we
examine the challenges of preserving privacy against third-
party face swapping models and even commercial models in
dealing with our Anti-Fake Vaccine. Our goal is to develop
stealthy and robust imperceptible protective noise that are
effective against unseen models, providing strong protection
for the shared facial images on social media.

3 Methodology

3.1 Problem Settings

The goal of face swapping is to transfer the identity of the
source face to a target image while preserving other informa-
tion unchanged such as background, illumination, and pose.
There are twoparadigms for face swapping. Thefirst involves
gradually infuse identity codes from the source face into the
attribute codes of the target face using various frameworks to

produce the swapped face (Li et al., 2020; Gao et al., 2021;
Chen et al., 2020). The second involves manipulating the
source face with the target face’s attributes, such as pose and
expression, and then blending it with the remaining informa-
tion from the target image to obtain the final swapped face
(Nirkin et al. 2019; Liu et al. 2023a, 2023b). Table 1 presents
the variables used in this paper along with their descriptions.
We formulate these two paradigms in a general form:

I sw = Fsw(Iorg, Itar ), (1)

where Iorg and Itar are the source face and the target face,
and Fsw represent the different face swapping models.

Our privacy-preserving goal is to generate protective noise
va that are added to the source face Iorg to disrupt the
generation of the swapped face. Ideally, Fsw(Iorg, Itar ) and
Fsw((Iorg + va), Itar ) should exhibit a noticeable difference
in appearance to human eyes. va can be obtained by solving
a constrained optimization problem:

max
va

L(Fsw((Iorg + va), Itar ), Fsw(Iorg, Itar )),

s.t . ‖ va ‖p≤ ε,
(2)

where ε is the maximum magnitude of the perturbation, and
L(.) is a loss function for measuring the difference between
the original swapped face and the protected swapped face.
This paper defines this difference along two dimensions:
visual quality at the pixel level and identity semantics at the
content level. The perturbation va is constrained by the �p-
norm (p ∈ 0, 2,∞).

The Anti-Fake Vaccine should satisfy the following prop-
erties.

• Imperceptible perturbations to humaneyes. Facial images
shared on social media platforms carry the significant
social value, thus the visual consistency should be pre-
served.

• Significantly reduced performance of face swapping. To
defend against malicious face swapping, we should pro-
vide the sufficient protection against the transfer of the
victim’s identity.

• Effective against unseen face swappingmodels. Sincewe
cannot know the prior information about face swapping
models in real scenarios, we need to ensure the general-
ization of our method.

3.2 Overall Framework

Figure2 shows the architecture for generating the protected
facial image that satisfy the above properties. The framework
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Fig. 3 The visual results of our method. Green annotations indicate
the cosine distance between the original swapped faces and original
faces, while red annotations indicate the distance between the protected
swapped faces and original faces (color figure online)

mainly consists of a perturbationgeneratorGv and face swap-
pingmodel Fsw. Given an original facial image Iorg , our goal
is to generate the protected facial image Iprv , which causes
the black-box face swapping model Fsw to produce an incor-
rect output. To begin, Iorg is passed through the generator
Gv to create the perturbation va , which is scaled to have a
fixed norm. Then, the protected facial image can be obtained
by:

Iprv = clip(min(Iorg + ε,max(va, Iorg − ε))), (3)

where ε is the maximum magnitude of the perturbation, and
the operation clip limits the Iprv in the range [Iorg−ε, Iorg+
ε]. Then, the protected image Iprv as well as the original
image Iorg are fed to the face swapping model Fsw to obtain
the swapped faces I swprv and I sworg , respectively.

Subsequently, we optimize the generator Gv using the
objective loss function given in Eq. (2). The objective loss
function consists of twoparts: the visual perceptual constraint
La and the identity similarity constraintLid . Equation (2) can
be expressed in its minimized form as follows:

min
va

λaLa + λidLid , s.t . ‖ va ‖p≤ ε, (4)

where λa , λid are the trade-off parameters. The visual per-
ceptual constraint La operates in the visual space, inducing
the noticeable degradation in the resulting Deepfakes. The
identity similarity constraint Lid operates in the semantic
space, preventing the reconstruction of individuals’ identities
during face swapping.To ensure the optimality of the two reg-

ularization terms and thus enhance protection performance,
we introduce a multi-objective optimization solution based
on Lagrangianmultipliers. This solution dynamically adjusts
weight parameters during each iteration. Furthermore, con-
sidering the differences between the two face swapping
paradigms, we design an additive perturbation strategy to
create a compatible ensemble of adversarial perturbations.

To illustrate the impact of protective noise on face swap-
ping, we present an intuitive visual comparison in Fig. 3.
The first column shows the source images before and after
adding perturbations. The second column shows the target
images. The remaining columns display the swapped results
generated by three models using the perturbed and original
source images. Additionally, we employed a face recognition
model (ArcFace) to evaluate the identity similarity between
the source face and the swapped faces. The closer the distance
is to 1, the more similar the faces are. The results reveal that
the protective noise we introduced has little visual impact
on the source images, but can significantly affect the face-
swapping results, including for unseen models.

3.3 Visual-Semantic Dual Degradation

Existing methods (Ruiz et al., 2020; Huang et al., 2022;
Yang et al., 2021) that employ pixel distance regularization
facilitate the notable visual quality degradation in deepfake-
generated content. However, the protection brought by this
degradation is limited. In contrast, we design a dual degrada-
tion of visual quality and identity semantics, which enhances
content protection in source images, and improves the gen-
eralization to various face swapping models. Specifically,
a visual perceptual constraint term is designed to achieve
image quality degradation in the visual space, while an iden-
tity similarity constraint induces image content changes in
the semantic space.

3.3.1 Visual Perceptual Constraint

The protected facial images are intended to safeguard indi-
viduals’ real appearance from unauthorized face swapping.
To this end, prior approaches (Ruiz et al., 2020; Yang et
al., 2021) typically use the pixel-level distance regularization
to introduce significant distortions on the outputs. However,
pixel regularization is sensitive to cluttered background and
the scale of face images. Therefore, we introduce the percep-
tual similarity between the protected swapped face I swprv and
the original swapped face I sworg as the regularization. Specifi-
cally, we adopt a perceptual modelA to compute the feature
inconsistency (Zhang et al., 2018). The perceptual regular-
ization La between two images is defined as:
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La = −
∑

l

1

HlWl

∑

h,w

‖ ωl �
(
f la

(
I swprv

)
− f la

(
I sworg

))
‖2,

(5)

where f la(.) represents the normalized features of the two
images. First, extract feature stack from the lth layer of net-
work A, and then unit normalize these features along the
channel dimension. H andW denote the height and width of
the feature maps. ωl is used to scale the channel-wise acti-
vations. By optimizing this regularization, the perturbations
created by the generator Gv could make a noticeable modi-
fications in the resulting outputs.

3.3.2 Identity Similarity Constraint

The visual perceptual constraint is an unsupervised tech-
nique that aims to maximize the pixel distance between
the protected swapped face and the original swapped face.
This constraint introduces visual artifacts, such as black
spots, into the swapped result, but has little impact on the
image content. Furthermore, this attack mechanism gener-
ates model-specific adversarial perturbations, meaning that
the perturbation performs poorly in defending against third-
party deepfake models. To improve the generalization of our
model, an intuitive way is to explore the common vulnera-
bilities of models operating on the source face (the protected
subject). Given that both face-swapping paradigms core on
extracting the identity embedding of the source face, we
believe that content changes can lead tomore general defense
capabilities. Thus, we propose an identity similarity con-
straint to prevent the reconstruction of individuals’ identities
within the createdDeepfakes. In otherwords, the attacker can
only obtain a misleading identity code, which significantly
deviates from the accurate code.

Specifically, as illustrated in Fig. 2, this regularization
attempts tomove the embedding of the protected face beyond
the content boundary of the original face embedding. A
pre-trained identity encoder ID is used to perform this reg-
ularization. In the identity semantic space, maximizing the
distance between two identity features is the direct and effec-
tive approach. However, in our task, we need to account for
the constraint that optimizing this loss should not exceed
themaximummagnitude of the perturbation (imperceptible).
And some experimental results have shown that a certain con-
tent boundary can effectively protect face identity. Inspire
by this observation, we set a content boundary to achieve
the image content alterations with reduced costs. Note that
the identity code contains various semantic contents, such as
the gender, age, etc. The identity similarity regularization is
defined as:

Lid = ‖ Δcos

[
fid(Iprv), fid(Iorg)

]
− η ‖1

+ ‖ Δcos

[
fid(I

sw
prv), fid(Iorg)

]
− η ‖1,

(6)

where Δcos is the cosine distance, fid(.) is the normalized
image feature after applying the encoder ID, and ‖ . ‖1 is
L1 norm distance. Our loss function limits the maximiza-
tion of face embedding distance, providing two benefits: (i)
it guarantees that the image content is altered only to the
extent necessary to effectively protect the face identity, and
(ii) it allows us to control the visual impact by adjusting this
boundary.

3.4 Multi-objective Optimization

In our task, the generatorGv needs to optimize two objectives
simultaneously: the visual perceptual constraintLa described
in Sect. 3.3.1 and the identity similarity constraint Lid

described inSect. 3.3.2.Thevisual perceptual constraint aims
to introduce the distortions at the pixel level to the swapped
face. And the identity similarity constraint focuses on eras-
ing identity-related information of the swapped face at the
semantic level. The two regularization terms are constrained
by the set perturbation intensity, making the simultaneous
optimization of these objectives challenging. Typically, the
optimal solution for oneobjective is sub-optimal for the other,
a fact that has been validated in the experiments section.
Consequently, this represents a multi-objective optimization
problem. In the overall objective loss function, we aggregate
the two objectives with different weights.

The Pareto optimality is an important concept in multi-
objective optimization. Given a system which aims to min-
imize a series of objective functions, Pareto optimality is a
state when it is impossible to improve one objective with-
out hurting other objectives. Our goal is to achieve the
Pareto optimality. Existing gradient-based multi-objective
optimization algorithms (Sener & Koltun, 2018; Lin et al.,
2019) have proven that any solution that satisfies the Karush-
Kuhn-Tucker (KKT) conditions (Kuhn et al., 2013) can
achieve the Pareto optimality. The KKT conditions for the
parameters of our model can be expressed as:

λa + λid = 1, ∃λa ≥ ma, λid ≥ mid ,

λa∇θLa(θ) + λid∇θLid(θ) = 0,
(7)

where λa and λid are the trade-off parameters, ma and mid

are the lower bounds of the importance of the two constraints,
∇θLa(θ) and ∇θLid(θ) are the gradients of two constraints.
And these conditions can be transformed into the following
minimization form:
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min
λa ,λid

‖ λa∇θLa(θ) + λid∇θLid(θ) ‖2,
s.t .λa + λid = 1, λa ≥ ma, λid ≥ mid .

(8)

The solution to this minimization problem is either 0, which
satisfies the KKT conditions, or gives the descent direction
that improves all tasks (Sener &Koltun, 2018). That is to say,
the solutions to λa and λid under these conditions achieve the
Pareto optimality.

We adopt the method proposed in Lin et al. (2019) to
solve this constrained optimization problem. Similar to the
traditional solution to the constrained optimization problems,
this method first solve the optimization problem only subject
to the equality constraint, and then introduce a projection
procedure to produce a valid solution with all the constraints.
Before solving this problem,we reformulate the optimization
problem as:

min
λ̂a ,λ̂id

‖ (λ̂a + ma)∇θLa(θ) + (λ̂id + mid)∇θLid(θ) ‖2,

s.t .λ̂a + λ̂id = 1 − ma − mid , λ̂a ≥ 0, λ̂id ≥ 0,

(9)

where λ̂a = λa − ma , λ̂id = λid − mid . This is equivalent
to Eq. (8). First, we employ the Lagrange multipliers method
to solve the equality constrained optimization problem in
Eq. (9). According to the theorem in Lin et al. (2019), the
solution to this problem is:

⎡

⎣
λ̂∗
a

λ̂∗
id
λ

⎤

⎦ =
(
HHT

)−1

H

[ −GGT M
1 − ET M

]
, (10)

where G = [∇La,∇Lid ]T , E = [1, 1]T , M = [ma,mid ]T ,
H is

[
GGT E
ET 0

]
, and λ is the Lagrange multiplier. Then,

we perform a projection step to obtain a valid solution that
satisfies the inequality constraints in Eq. (9). This solutions
is given by solving a non-negative least squares problem:

min
λ̃a ,λ̃id

‖ (
λ̃a − λ̂∗

a

) + (
λ̃id − λ̂∗

id

) ‖2,

s.t .λ̃a + λ̃id = 1, λ̃a ≥ 0, λ̃id ≥ 0,
(11)

where the λ̃a and λ̃id are the valid solution to Eq. (9). Finally,
the solution to λa and λid that achieves the Pareto optimality
in our multi-objective optimization is given by

λa = λ̃a + ma, λid = λ̃id + mid . (12)

Fig. 4 The procedure of additive perturbation strategy. we calculate
gradients from two face swapping models in order and use them to
update the perturbations. In each iteration, we change the target face.
Over multiple iterations, the perturbations accumulate gradients from
both domains, resulting in a stronger protection (color figure online)

3.5 Additive Perturbation Strategy

To further enhance performance against unseen deepfake
models, we develop an additive perturbation strategy that
merges the shared adversarial perturbations from different
face swapping models. This is inspired by meta-learning
(Shao et al., 2020; Yin et al., 2023), which aims to train a
model capable of adapting to new tasks with minimal train-
ing iterations and data. Similar to the classical meta-learning
framework, we iteratively optimize the perturbation genera-
tor Gv using adversarial gradients from two face swapping
models. Additionally, in each iteration, we utilize distinct tar-
get facial images to improve the generalization across various
scenarios.Our additive perturbation strategy could collect the
advantages of bothmodels and integrate them in a compatible
way.

The overall process of our additive perturbation strategy
is illustrated in Fig. 4. Let Fa

sw and Fb
sw denote the two dif-

ferent face swapping models, respectively. In each round
of iterations, we alternately select the two face swapping
models and compute the gradients based on the overall loss
L(θ, Iorg, Itar ). The final performance is not affected by the
order of the face swapping models. During the experimen-
tal process, we observed that the number of iterations before
the alternate optimization of these two models significantly
impacts the results. Consequently, we set an iteration step
size t , leading to the generation of t optimization parame-
ters, denoted as {θ1, ..., θ t }. At first, the optimization of the
first face swapping model Fa

sw is calculated by:

θ i ← θ i−1 − γ · ∇θLa
(

θ i−1, Iorg, Itar

)
, (13)

where γ is the updating hyper-parameter, and La represents
the overall loss on Fa

sw. After t iterations, we update the per-
turbation generator Gv and generate the perturbations vi+t

a .
Subsequently, we apply the perturbations vi+t

a to the original
facial image Iorg to create the preserved facial image Iprv ,
which serves as the initialization for the other face swapping
model Fb

sw. We use a new target facial image to update the
perturbation generator:
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Algorithm 1 Our proposed Anti-Fake Vaccine

Require: Original image Iorg ∈ R
H×W×C ; Target image Itar ∈

R
H×W×C ; Two face swapping models Fa

sw, Fb
sw; Perturbation gener-

ator Gv ;
Ensure: Protected image Iprv .
Initialize model parameter θ ; trade-off parameters λa , λid .
for i ∈ N do
Select one face swapping model Fa

sw;
for i ∈ t do
Calculate the appearance perceptual loss La via Eq.5;
Calculate the identity semantic loss Lid via Eq.6;
Compute ∇θ i−1La(θ

i−1) and ∇θ i−1Lid (θ
i−1) via Eq.8;

Compute λ̃a and λ̃id via Eq.10 and Eq.11;
Update λa and λid via Eq.12;
Update θ i via Eq.13;
Obtain via through perturbation generator Gv ;
Update I iprv = Iorg + via ;

end for
Select another face swapping model Fb

sw to replace Fa
sw

Obtain θ i+t+1 via Eq.14;
Update I i+t+1

prv = Iorg + vi+t+1
a ;

end for
return I Nprv

θ i+t+1 ← θ i+t − γ · ∇θLb
(

θ i+t , Iorg, I
new
tar

)
, (14)

where I newtar denotes the new target facial image, and Lb rep-
resents the overall loss on Fb

sw.
After several rounds of iterations, the computed gradients

from different face swappingmodels and diverse target facial
images are aggregated to stabilize the current optimizations.
Our strategy enhances optimization stability and promotes
the generalization by collecting gradients across different
models and target face images. The complete algorithm of
Anti-Fake Vaccine is presented in Algorithm 1.

4 Experiments

In this section, we perform a series of experiments to assess
the effectiveness of our proposed framework. These exper-
iments are divided into three distinct parts, each aimed at
analyzing various facets of our task. Firstly, we validate the
effectiveness of privacy protection using six face swapping
models and three commercialAPIs. Secondly,we analyze the
utility of protected images in relation to realism, visual qual-
ity, and resistance to common image manipulation. Thirdly,
we investigate the contributions of different components
through ablation studies.

4.1 Experimental Setup

Datasets: 1) CelebA-HQ (Lee et al., 2020) is a high-
resolution facial image dataset, which is widely employed
in the recent DeepFake studies. It contains 30, 000 images

selected from the CelebA with different demographics such
as age, gender, and ethnicity. The size of each image is
1024 × 1024. We randomly select 2, 000 images for quan-
titative evaluations, and the remaining images are used as
the training set. 2) FFHQ (Karras et al., 2019) is another
high-quality facial image dataset, crawled from Flickr and
automatically aligned and cropped using dlib. It contains
70,000 images with considerable variation in terms of age,
ethnicity and image background. The size of each image is
also 1024 × 1024. We randomly select 2000 images of dif-
ferent identities from the test set.

Face Swapping Models: To validate the transferability
of the protected images generated by Anti-Fake Vaccine, we
evaluated our proposed method on a combination of vari-
ous offline and online face swapping models. Specifically,
we choose: 1) six well-known face swapping models from
recent research: FaceShifter (Li et al., 2020), InfoSwap (Gao
et al., 2021), SimSwap (Chen et al., 2020), E4S (Liu et al.,
2023a), MegaFS (Zhu et al., 2021), FaceDancer (Rosberg
et al., 2023); 2) three widely used online commercial face
swapping systems: Alibaba,1 Baidu,2 Tencent.3 For all eval-
uations, we use FaceShifter (Li et al., 2020) and SimSwap
(Chen et al., 2020) to generate the protected facial images
and evaluate the protection performance on the other mod-
els. All parameters of the offline models are obtained from
the original literature. We provide a unified summary of the
training datasets and network architectures for the sixmodels
in Table 2.

Comparison Methods: We design three groups of typi-
cal task-related baselines, which have been widely applied
in the literature. The DeepFake-based adversarial methods
include: Disrupting (Ruiz et al., 2020), which generates
adversarial perturbations using a gradient-based technique
PGD; Anti-forgery (Wang et al., 2022) which generates
perceptual-aware adversarial perturbations operating in the
Lab color space; and Initiative (Huang et al., 2021) which
produces perturbations through a generative model trained
with an adversarial mechanism. The transfer-based adversar-
ial methods include: Regional homogeneity (Li et al., 2020)
and Transfer (Nakka & Salzmann, 2021). These methods are
designed to generate strongly transferable adversarial exam-
ples. The face recognition(FR)-based adversarial methods
include: Advfaces (Deb et al., 2020) and TIP-IM (Yang et
al., 2021). These methods are designed to generate adversar-
ial perturbations against face recognition model.

1 https://vision.aliyun.com/facebody.
2 https://ai.baidu.com/tech/face/merge.
3 https://cloud.tencent.com/product/facefusion.
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Table 2 A list of face swapping
models we used in our
experiments

Model name Training dataset Network architecture

FaceShifter Li et al. (2020) CelebA-HQ, FFHQ, VGGFace Encoder-Decoder

SimSwap Chen et al. (2020) VGGFace2 GANs

InfoSwap Gao et al. (2021) CelebA-HQ, FFHQ Encoder-Decoder

E4S Liu et al. (2023a) CelebAMask-HQ, FFHQ StyleGAN

MegaFS Zhu et al. (2021) CelebA, CelebA-HQ, FFHQ StyleGAN2

FaceDancer Rosberg et al. (2023) VGGFace2, LS3D-W Conditional GAN

4.2 EvaluationMetrics

In our experiments, we design two types of metrics to eval-
uate the privacy protection and utility of data, respectively.

Privacy Metrics: To evaluate the degree of visual dam-
age caused by protective noise to the face-swapping model,
we adopt two visual quality evaluation metrics: PSNR and
LPIPS. PSNR calculates differences based on the raw pixel
values between two images, while LPIPS is a perceptual met-
ric that quantifies the human-perceived similarity between
two images. The average PSNR and LPIPS are used to quan-
tify the similarity between the original swapped image and
the injected swapped image. A lower PSNR score denotes
significant corruption introduced,while a higher LPIPS score
indicates substantial distortion. Additionally, we design two
protection success rates (PSRs) to report successfully pro-
tected facial images, i.e., the ratio of swapped faces that
are successfully destroyed. PSR1 indicates the proportion
of injected swapped images whose distortion exceeds a cer-
tain threshold, specifically when the L2 distance is greater
than 0.05. PSR2 indicates the proportion of injected swapped
images whose identities are incorrectly identified by the face
recognition (FR) model. The threshold for the FR model is
the cosine similarity score at the 0.001 FPR (False Positive
Rate) level.

Utility Metrics: To evaluate the imperceptibility of the
source face images before and after adding perturbations, we
compare theRMSE, PSNR, SSIM, andLPIPS between them,
which represent different levels of visual perception. RMSE
directly measures the average error between two images,
focusing on the magnitude of differences. PSNR uses a loga-
rithmic scale to assess image quality relative to themaximum
signal strength,making it useful for comparing distortion and
noise levels across images. SSIM evaluates image quality by
analyzing alterations in structural information, luminance,
and contrast due to distortions. In contrast, LPIPS assesses
visual similarity by comparing features extracted through a
convolutional neural network, providing a measure that bet-
ter reflects human visual perception. A higher SSIM score
and a lower LPIPS score indicate that the protected image
is closer to the original image, while a higher PSNR score

and a lower RMSE score signify better visual quality of the
protected image.

4.3 Implementation Details

In Anti-Fake Vaccine, we design the architecture of Gv

according to the traditional generative adverisal network
(Poursaeed et al., 2018). We adopt the network proposed
in Zhang et al. (2018) as the perceptual model A to perform
the regularization La . The regularization Lid is performed
using the identity encoder ID based onArcFace (Deng et al.,
2019). We trained this model for 100 epochs on the selected
datasets with batch size 20, achieving an accuracy of 96.8%
onCelebA-HQand 91.5%onVGGFace2-HQ. In the training
process, the learning rate of Gv is set to 0.0004. Empirically,
the parameter of Eq. (6) is set to η = 0.3. Similar to Pour-
saeed et al. (2018), we set the L2-norm threshold as 2000
and the L∞-norm threshold as 10. To achieve the desirable
outputs, we set the number of iterations for each face swap-
ping model to be 300, and the total number of iterations to
be 2400.

4.4 Evaluation on Privacy Protection

In this task, we conduct two experiments: defense against
offline models and defense against online models. We train
the Anti-Fake Vaccine framework with two face swapping
models to generate the protected faces and test them in black-
box settings. We compute the privacy metrics for the original
swapped faces and the protected swapped faces.

4.4.1 Defense Against Offline Models

We present the protected results produced by our method
and seven comparison methods in Tables 3 and 4, evaluated
on the CelebA-HQ and FFHQ datasets, respectively. The
corresponding visualization results are displayed in Fig. 5.
According to the quantitative results, our method outper-
forms almost all face swapping models, whether they were
used in training or not. This indicates strong generalization
in preserving facial appearance. The visualization results fur-
ther affirm its superiority. Ourmethod effectively disrupts the
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Fig. 5 Qualitative comparison with different methods on the CelebA-
HQ and FFHQ datasets. The first column shows the target face. The
second column shows the original face and the protected face produced

by different methods. The remaining columns show the visual results
of different methods against six face-swapping models (color figure
online)

fake face synthesis process across various models, resulting
in face swappingmodels obtaining inaccurate identity codes.

Comparison with DeepFake-based Adversarial Meth-
ods. Three DeepFake-based adversarial methods are imple-
mented. From Tables 3 and 4, we observe that the DeepFake-
based methods exhibit weak transferability on most target
models since they are designed and tuned for specific Deep-
Fake models. Specifically, we train the Disrupting method
(Ruiz et al., 2020) on SimSwap (Chen et al., 2020). We
observe that this method achieves the second-best perfor-
mance on SimSwap (Chen et al., 2020) and performs poorly
on the other face swapping models. For the Anti-forgery
method (Wang et al., 2022), we directly use themodel trained
on the public tool Faceswap.4 Obviously, the results show
that this method has very limited defense against the six face
swapping models. The Initiative method (Ruiz et al., 2020)
utilizes a surrogate model of the face manipulation model
for training, yet its performance remains unsatisfactory. The
same conclusion can be drawn from Fig. 5 as well. Since
these methods rely on specific models to generate adversar-
ial perturbations, they exhibit weak transferability to unseen
models. In contrast, our method incorporates the common

4 https://github.com/Oldpan/Faceswap-Deepfake-Pytorch.

features of FS models in terms of attack style and iterative
optimization, enabling it to generate strong defense pertur-
bations.

Comparison with Transfer-based Adversarial Meth-
ods.Since our privacy-preservingmethod utilizes adversarial
example techniques, traditional adversarial methods are a
feasible way. We select two adversarial methods designed
to achieve strong transferability (Regional (Li et al., 2020)
andTransfer (Nakka&Salzmann, 2021)) as the baselines. As
observed from the results inTables 3 and4,Anti-FakeVaccine
outperforms all the transfer-based methods across various
settings and evaluated models. The quantitative results show
that the protected images produced by the Regional method
(Li et al., 2020) exhibit a modest impact across diverse
face swapping models compared with all the other methods.
However, the visualization results 5 reveal that this method
introduces a significant amount of distortion into the source
image. Furthermore, our method still outperforms it on PSR
metrics by more than 50% on average.

Comparison with FR-based Adversarial Methods. To
illustrate the difference from face identity attacks, we also
compare Anti-Fake Vaccine with two FR-based adversarial
methods. From Tables 3 and 4, the results show that these
methods are ineffective against the face swapping attacks.
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While the FR-based methods show a certain defense effect
on the PSR2 metric, they perform poorly on the other three
metrics. Similarly, as shown in Fig. 5, the swapped facial
images obtained by thesemethods are indistinguishable from
theoriginal swapped facial images.Therefore,we can see that
these methods are only effective for face recognition models
and are not suitable for our task.

4.4.2 Defense Against Commercial Models

In the real world, the public commonly adopts commercial
APIs to perform the face swap operations. To evaluate the
effectiveness of our method, we employ three commercial
face swapping systems. We use the same protected images
generated by our method as input to various commercial
APIs. Subsequently, we calculate the privacy metrics for the
original swapped images and the protected swapped images.

As observed from the results of CelebA-HQ in Table 5,
Anti-Fake Vaccine demonstrates strong defense performance
against three commercial APIs. Specifically, our method
achieves an impressive 63% of PSR1 and 81% of PSR2 on
average, which are remarkably high in real-world scenarios.
Additionally, the PSNR and LPIPS measurements indicate
that our method substantially reduces the visual quality of
the swapped images. Based on the visualization results pre-
sented in Fig. 1, it becomes evident that the swapped faces
using our protected images exhibit distinct appearances com-
pared to the original swapped faces. This demonstrates the

Table 5 Privacy Protection performance of our method against three
commercial FS models on the CelebA-HQ dataset

APIs PSNR↓ LPIPS↑ PSR1↑ PSR2↑
Alibaba 28.85 0.11 0.81 0.75

Baidu 27.92 0.10 0.62 0.95

Tencent 29.66 0.13 0.50 0.74

success of our method in safeguarding individuals’ face, sig-
nificantly mitigating the impact of malicious face swapping.

4.5 Evaluation on Image Utility

To evaluate the utility of facial images for practical appli-
cations, we focus on two key aspects: visual quality and
protect against the common image processing attacks. In
the visual quality evaluation, we compute the utility met-
rics between the original images and protected images. For
protection against the common image processing attacks, we
calculate privacy metrics across different distraction attack
scenarios.

As shown in theTable 6, theRMSEscore indicates that our
methodhas comparable or less variation at the pixel level than
other methods, while the PSNR score demonstrates that our
method generates images with good quality. Additionally,
based on the SSIM and LPIPS scores, the images generated
by our method exhibit a high degree of similarity to the orig-
inal images in terms of human perception. These findings
suggest that the images injected with our Anti-Fake Vaccine
can be used normally. Similarly, Fig. 5 also shows our supe-
rior performance. In summary, our method generates more
transferable and imperceptible protected faces.

In real scenarios, images uploaded on social media plat-
forms could undergo various image processing procedures
(e.g., compression, blurring, etc.). To validate the robustness
of our method in these cases, we evaluate the effective-
ness of our results against four common image processing
techniques, including JPEG compression, Random noise,
Rotation, and Gaussian blur. Specifically, we perform rota-
tion using four angles and apply three kernels to perform
Gaussian blur in the face area. Table 7 reports the PSR1

results of ourmethod in tacklingvarious attack scenarios. The
experimental results demonstrate that our method exhibits
robustness and performs well under common image process-
ing techniques.

Table 6 Visual quality performance of our method is compared with six baselines on the CelebA-HQ and FFHQ datasets

Dataset CelebA-HQ FFHQ

metric SSIM ↑ PSNR↑ RMSE ↓ LPIPS ↓ SSIM ↑ PSNR ↑ RMSE ↓ LPIPS ↓
Disrupting Ruiz et al. (2020) 0.92 35.57 4.25 0.14 0.89 32.07 5.05 0.16

Anti-forgery Wang et al. (2022) 0.94 35.50 4.36 0.09 0.91 31.60 6.78 0.13

Initiative Huang et al. (2021) 0.80 28.26 10.14 0.41 0.81 28.15 10.23 0.42

Regional Li et al. (2020) 0.55 24.00 16.18 0.59 0.55 23.81 16.54 0.61

Transfer Nakka and Salzmann (2021) 0.76 28.58 9.64 0.43 0.76 28.38 9.82 0.46

Advfaces Deb et al. (2020) 0.83 27.81 10.78 0.32 0.83 27.09 11.70 0.35

TIP-IM Yang et al. (2021) 0.87 31.14 7.14 0.24 0.86 30.89 7.33 0.23

Anti-Fake Vaccine 0.96 35.63 4.24 0.05 0.92 32.58 6.07 0.11

Bold and underlined values indicate the best performance, while bolded values indicate the second-best performance
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Fig. 6 The trend of the intensity of perturbations va and the protection
success rate PSR1 and PSR2. The x-axis represents the intensity of va .
The y-axis represents the protection success rate at the corresponding
intensity against three face swapping models (color figure online)

4.6 Ablation Study

To demonstrate the impact of different components of Anti-
Fake Vaccine, we perform an ablation study on the CelebA-
HQ dataset. Specifically, we focus on three components of
the proposed framework: 1) the intensity of perturbations va ,
2) two types of regularization constraints andmulti-objective
optimization method, 3) the additive perturbation strategy.

Firstly,we investigate the level of protection offered byour
approach against face swapping under various perturbation
magnitudes. Figure6 shows the PSR values for the three
face swapping models by adding perturbations from 0 to 20.
The experimental results indicate that greater perturbations
result in improved protection performance. However, Fig. 7
shows that the larger perturbations also introduce unnatural
artifacts in the source data, which can compromise our image
utility requirements. Thus, we set the maximum perturbation
to 10 across all experiments.

Secondly, we analyze the privacy protection performance
of different constraint tasks. For the visual perceptual con-
straint, L2 and La are loss functions that induce quality
distortion in the swapped output. L2 refers to the pixel-level
distance regularization commonly used by existing protec-
tion methods, whileLa is the similarity-aware regularization
we proposed. Figure8 shows that the visual perceptual reg-
ularization achieves better protection than the pixel-level
distance regularization. Additionally, the combination of La

andLid achieves effective protection across three face swap-
ping models. For the identity similarity constraint, we show
the variation of visual effects under different boundary values
of η. As shown in the Fig. 9, a smaller value of η, indicating
a larger distance between the protected face identity and the
original face identity, results in a more significant alteration
in the content of the swapped facial image. Nevertheless, it
is worth noting that a higher value can also yield the desired
protection output.Hence,we design this parameter to achieve
the protection effect while reducing the related cost. Addi-

Fig. 7 The visual results controlled by the intensity of perturbations
(color figure online)

Fig. 8 The protection performance with different regularization con-
straints against three face swapping models (color figure online)

tionally, users can choose different protection levels based
on η.

For the multi-objective optimization term, we experimen-
tally compare our proposed dynamically optimized weights
withfixedweights. FromFig. 10a,weobserve that employing
dynamic optimization parameters leads to optimal perfor-
mance in terms of both the strength and generalization of
privacy protection. This is attributed to the fact that, in each
iteration, we are able to attain an optimal balance between
the two regularization terms.

Thirdly, we investigate the importance of the additive per-
turbation strategy. The objective of this module is to further
improve the generalization of our method. In this experi-
ment, we conduct individual optimizations using the three
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Fig. 9 The visual results controlled by identity boundaries η (color
figure online)

Fig. 10 The protection performance against three face swapping mod-
els: a PSR2 obtained using different weighting values; b PSR2
obtained using different gradient update method (color figure online)

face swapping models, and also employ optimization based
on our proposed additive perturbation strategy. According to
the quantitative results shown in Fig. 10b, the additive per-
turbation strategy improves both the protection strength and
generalization.

5 Conclusion

In this paper, we develop a novel privacy-preserving frame-
work Anti-Fake Vaccine for facial images to defend against
the malicious face swapping. Our method exhibits strong
generalization to unseen models while ensuring image util-
ity. Unlike the prior defense methods employing pixel-level
distance regularization, we introduce a dual degradation
mechanism focusing onvisual quality and identity semantics.
During optimization, we propose a multi-objective optimal
solution to achieve the utmost strength and generalization
of privacy protection. Additionally, we design an additive
perturbation strategy to integrate the shared adversarial per-
turbations fromvarious face swappingmodels and target face
images.Extensive experiments on theCelebA-HQandFFHQ
datasets demonstrate the effectiveness of Anti-Fake Vaccine
in terms of privacy protection and image utility. Notably,
our method shows the superior generalizability across vari-
ous face swapping models, including commercial ones. In
the future, our research will extend to privacy protection
against other types of DeepFake models. Furthermore, we

will explore the robustness of our privacy-preserving frame-
work under more image processing attacks, including image
reconstruction.
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